with usage restrictions or that are

licy and procedures; system use policy;
es of behavior; system audit records;
iguration settings; system security plan

ia use responsibilities; personnel with
administrators]

chanisms for restricting or prohibiting
m components]



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=MP-07
id = 254, Header

id = 106, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 255, level = 1, List: number of items 3, previous list id null, next list id null

List item: text content "03.08.07 Media Use ASSESSMENT OBJECTIVE Determine if:"

id = 243, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.08.07.ODP[..."

id = 244, level = 2, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.08.07.a: the use of the following types of system media is restricted or prohibited: <A.03.08.07.ODP[01]: types of system media>."

List item: text content "A.03.08.07.b: the use of removable system media without an identifiable owner is prohibited."

id = 245, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 246, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 247, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview"

id = 248, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 249, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test"

id = 250, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 251, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 252, Line Art: height 0.84, width 32.28

List item: text content "03.08.08 Withdrawn Incorporated into 03.08.07."

id = 253, Line Art: height 0.84, width 42.60

List item: text content "03.08.09 System Backup – Cryptographic Protection ASSESSMENT OBJECTIVE Determine if:"

id = 256, level = 3, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.08.09.a: the confidentiality of backup information is protected."

List item: text content "A.03.08.09.b: cryptographic mechanisms are implemented to prevent the unauthorized disclosure of CUI at backup storage locations."

id = 257, Footer

id = 71, H: font Calibri, text size 9.96, text color [0.0], text content "61", heading level 3


ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: contingency planning policy and procedures; procedures for system
backup; contingency plan; system design documentation; system configuration
settings; system security plan; other relevant documents or records]

[SELECT FROM: personnel with system backup responsibilities; personnel with
information security responsibilities]

[SELECT FROM: mechanisms for supporting or implementing the cryptographic
protection of backup information]

REFERENCES
Source Assessment Procedures: CP-09, CP-09(08)

3.9. Personnel Security

03.09.01 Personnel Screening

ASSESSMENT OBJECTIVE

Determine if:

A.03.09.01.0DP[01]: conditions that require the rescreening of individuals are
defined.

A.03.09.01.a: individuals are screened prior to authorizing access to the system.

t.03.09.01.b: individuals are rescreened in accordance with the following
onditions: <A.03.09.01.0DP[01]: conditions>.

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: personnel security policy and procedures; procedures for personnel
screening and rescreening; records of screened personnel; system security plan;
other relevant documents or records]

[SELECT FROM: personnel with personnel security responsibilities; personnel with
information security responsibilities]

Test

[SELECT FROM: processes for personnel screening and rescreening]


https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=CP-09
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id = 258, Header

id = 107, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 259, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 260, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: c..."

id = 261, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 262, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 263, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 264, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: m..."

id = 265, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 266, Line Art: height 0.84, width 81.96

id = 267, level = 4, List: number of items 1, previous list id null, next list id 294

List item: text content "3.9. Personnel Security"

id = 268, Line Art: height 0.84, width 92.76

id = 269, level = 5, List: number of items 1, previous list id null, next list id 281

List item: text content "03.09.01 Personnel Screening ASSESSMENT OBJECTIVE Determine if:"

id = 270, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.09.01.ODP[..."

id = 271, level = 6, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.09.01.a: individuals are screened prior to authorizing access to the system."

List item: text content "A.03.09.01.b: individuals are rescreened in accordance with the following conditions: <A.03.09.01.ODP[01]: conditions>."

id = 272, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 273, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 274, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 275, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 276, P: font Calibri, text size 12.00, text color [0.0], text content "Test [SELECT FR..."

id = 277, Footer

id = 72, H: font Calibri, text size 9.96, text color [0.0], text content "62", heading level 3


REFERENCES

Source Assessment Procedure: PS-03

A.03.09.02.0DP[01]: the time period within which to disable system access is
defined.

SSESSMENT METHODS AND OBJECTS

xamlne

SELECT FROM: personnel security policy and procedures; procedures for personnel
termination; records of personnel transfer actions; procedures for personnel
transfer; list of system and facility access authorizations; records of personnel
termination actions; records of terminated or revoked authenticators or credentials;
ist of system accounts; records of exit interviews; system security plan; other
relevant documents or records]



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PS-03
id = 278, Header

id = 108, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 279, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 280, Line Art: height 0.84, width 27.36

id = 281, level = 5, List: number of items 1, previous list id 269, next list id null

List item: text content "03.09.02 Personnel Termination and Transfer ASSESSMENT OBJECTIVE Determine if:"

id = 282, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.09.02.ODP[..."

id = 283, level = 6, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.09.02.a.01: upon termination of individual employment, system access is disabled within <A.03.09.02.ODP[01]: time period>."

id = 242, level = 7, List: number of items 3, previous list id null, next list id null

List item: text content "A.03.09.02.a.02[01]: upon termination of individual employment, authenticators associated with the individual are terminated or revoked."

List item: text content "A.03.09.02.a.02[02]: upon termination of individual employment, credentials associated with the individual are terminated or revoked."

List item: text content "A.03.09.02.a.03: upon termination of individual employment, security-related system property is retrieved."

List item: text content "A.03.09.02.b.01[01]: upon individual reassignment or transfer to other positions in the organization, the ongoing operational need for current logical and physical access authorizations to the system and facility is reviewed."

id = 284, level = 8, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.09.02.b.01[02]: upon individual reassignment or transfer to other positions in the organization, the ongoing operational need for current logical and physical access authorizations to the system and facility is confirmed."

List item: text content "A.03.09.02.b.02: upon individual reassignment or transfer to other positions in the organization, access authorization is modified to correspond with any changes in operational need."

id = 285, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 286, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 287, Footer

id = 73, H: font Calibri, text size 9.96, text color [0.0], text content "63", heading level 3


[SELECT FROM: personnel with personnel security responsibilities; personnel with
account management responsibilities; personnel with information security
responsibilities; system administrators]

[SELECT FROM: processes for personnel termination; processes for personnel
transfer; mechanisms for supporting or implementing personnel transfer
notifications; mechanisms for supporting or implementing personnel termination
notifications; mechanisms for disabling system access and revoking authenticators]

REFERENCES

Source Assessment Procedures: PS-04, PS-05

A.03.10.01.0DP[01]: the frequency at which to review the access list detailing
authorized facility access by individuals is defined.

ASSESSMENT METHODS AND OBJECTS

Examine

[SELECT FROM: physical protection policy and procedures; procedures for physical
access authorizations; authorized personnel access list; physical access list reviews;
physical access termination records; authorization credentials; system security plan;
other relevant documents or records]


https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PS-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PS-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PE
id = 288, Header

id = 109, P: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171..."

id = 110, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 289, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 290, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 291, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 292, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 293, Line Art: height 0.84, width 60.72

id = 294, level = 4, List: number of items 1, previous list id 267, next list id 350

List item: text content "3.10. Physical Protection"

id = 295, Line Art: height 0.84, width 95.16

id = 296, level = 7, List: number of items 1, previous list id null, next list id 309

List item: text content "03.10.01 Physical Access Authorizations ASSESSMENT OBJECTIVE Determine if:"

id = 297, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.10.01.ODP[..."

id = 298, level = 8, List: number of items 3, previous list id null, next list id null

List item: text content "A.03.10.01.a[01]: a list of individuals with authorized access to the facility where the system resides is developed."

List item: text content "A.03.10.01.a[02]: a list of individuals with authorized access to the facility where the system resides is approved."

List item: text content "A.03.10.01.a[03]: a list of individuals with authorized access to the facility where the system resides is maintained."

id = 299, level = 9, List: number of items 3, previous list id null, next list id null

List item: text content "A.03.10.01.b: authorization credentials for facility access are issued."

List item: text content "A.03.10.01.c: the facility access list is reviewed <A.03.10.01.ODP[01]: frequency>."

List item: text content "A.03.10.01.d: individuals from the facility access list are removed when access is no longer required."

id = 300, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 301, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 302, Footer

id = 74, H: font Calibri, text size 9.96, text color [0.0], text content "64", heading level 3


SELECT FROM: personnel with physical access authorization responsibilities;
personnel with physical access to the facility where the system resides; personne
with information security responsibilities]

SELECT FROM: processes for physical access authorizations; mechanisms for
supporting or implementing physical access authorizations]

REFERENCES

Source Assessment Procedure: PE-02

_
—————

ASSESSMENT METHODS AND OBJECTS

Examine

SELECT FROM: physical protection policy and procedures; procedures for physical
access monitoring; physical access logs or records; physical access monitoring

records; physical access log reviews; system security plan; other relevant documents
or records]

SELECT FROM: personnel with physical access monitoring responsibilities; personne
with incident response responsibilities; personnel with information security
responsibilities]



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PE-02
id = 303, Header

id = 111, P: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171..."

id = 112, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 304, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 305, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 306, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 307, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 308, Line Art: height 0.84, width 27.72

id = 309, level = 7, List: number of items 1, previous list id 296, next list id 322

List item: text content "03.10.02 Monitoring Physical Access ASSESSMENT OBJECTIVE Determine if:"

id = 310, level = 9, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.10.02.ODP[01]: the frequency at which to review physical access logs is defined."

List item: text content "A.03.10.02.ODP[02]: events or potential indications of events requiring physical access logs to be reviewed are defined."

id = 311, level = 10, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.10.02.a[01]: physical access to the facility where the system resides is monitored to detect physical security incidents."

List item: text content "A.03.10.02.a[02]: physical security incidents are responded to."

id = 312, level = 11, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.10.02.b[01]: physical access logs are reviewed <A.03.10.02.ODP[01]: frequency>."

List item: text content "A.03.10.02.b[02]: physical access logs are reviewed upon occurrence of <A.03.10.02.ODP[02]: events or potential indications of events>."

id = 313, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 314, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 315, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 316, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 317, Footer

id = 75, H: font Calibri, text size 9.96, text color [0.0], text content "65", heading level 3


[SELECT FROM: processes for monitoring physical access; mechanisms for supporting
or implementing physical access monitoring; mechanisms for supporting or
implementing the review of physical access logs]

REFERENCES

Source Assessment Procedure: PE-06

A.03.10.06.0DP[01]: security requirements to be employed at alternate work sites
are defined.

ASSESSMENT METHODS AND OBJECTS

Examine

[SELECT FROM: physical protection policy and procedures; procedures for alternate
work sites for personnel; list of security requirements for alternate work sites;
assessments of security requirements at alternate work sites; system security plan;
other relevant documents or records]

[SELECT FROM: personnel approving the use of alternate work sites; personnel using
alternate work sites; personnel assessing security requirements at alternate work
sites; personnel with information security responsibilities]


https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PE-06
id = 318, Header

id = 113, P: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171..."

id = 114, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 319, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 320, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 321, Line Art: height 0.84, width 27.72

id = 322, level = 7, List: number of items 4, previous list id 309, next list id 334

List item: text content "03.10.03 Withdrawn Incorporated into 03.10.07."

id = 239, Line Art: height 0.84, width 42.60

List item: text content "03.10.04 Withdrawn Incorporated into 03.10.07."

id = 240, Line Art: height 0.84, width 42.60

List item: text content "03.10.05 Withdrawn Incorporated into 03.10.07."

id = 241, Line Art: height 0.84, width 42.60

List item: text content "03.10.06 Alternate Work Site ASSESSMENT OBJECTIVE Determine if:"

id = 323, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.10.06.ODP[..."

id = 324, level = 10, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.10.06.a: alternate work sites allowed for use by employees are determined."

List item: text content "A.03.10.06.b: the following security requirements are employed at alternate work sites: <A.03.10.06.ODP[01]: security requirements>."

id = 325, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 326, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 327, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 328, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 329, Footer

id = 76, H: font Calibri, text size 9.96, text color [0.0], text content "66", heading level 3


SELECT FROM: processes for security at alternate work sites; mechanisms for
supporting alternate work sites; security requirements employed at alternate work
sites; means of communication between personnel at alternate work sites and
security personnel]

REFERENCES

Source Assessment Procedure: PE-17

N

foraiivi iyt sivieetdrimiian

ASSESSMENT METHODS AND OBJECTS

Examine

SELECT FROM: physical protection policy and procedures; procedures for physical
access control; physical access control logs or records; inventory records of physical
access control devices; system entry and exit points; records of key and lock
combination changes; storage locations for physical access control devices; physica
access control devices; list of security safeguards controlling access to designated
publicly accessible areas within facility; system security plan; other relevant
documents or records]

SELECT FROM: personnel with physical access control responsibilities; personne
with information security responsibilities]



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PE-17
id = 330, Header

id = 115, P: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171..."

id = 116, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 331, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 332, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 333, Line Art: height 0.84, width 27.72

id = 334, level = 7, List: number of items 1, previous list id 322, next list id null

List item: text content "03.10.07 Physical Access Control ASSESSMENT OBJECTIVE Determine if:"

id = 335, level = 9, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.10.07.a.01: physical access authorizations are enforced at entry and exit points to the facility where the system resides by verifying individual physical access authorizations before granting access."

List item: text content "A.03.10.07.a.02: physical access authorizations are enforced at entry and exit points to the facility where the system resides by controlling ingress and egress with physical access control systems, devices, or guards. A.03.10.07.b: physical access audit logs for entry or exit points are maintained."

id = 336, level = 10, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.10.07.c[01]: visitors are escorted."

List item: text content "A.03.10.07.c[02]: visitor activity is controlled."

id = 337, level = 11, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.10.07.d: keys, combinations, and other physical access devices are secured."

List item: text content "A.03.10.07.e: physical access to output devices is controlled to prevent unauthorized individuals from obtaining access to CUI."

id = 338, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 339, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 340, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 341, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 342, Footer

id = 77, H: font Calibri, text size 9.96, text color [0.0], text content "67", heading level 3


SELECT FROM: processes for physical access control; mechanisms for supporting or
mplementing physical access control; physical access control devices]

ution and transmission lines within

d procedures; procedures for access
sign documentation; facility

physical security safeguards applied to
rocedures for access control for display
ts; list of output devices and associated
; actual displays from system

records for areas containing output
plan; other relevant documents or

ss control responsibilities; personne
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rol to output devices; mechanisms for
or output devices]



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_5_1_1/home?element=PE-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_5_1_1/home?element=PE-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PE-04
id = 343, Header

id = 117, P: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171..."

id = 118, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 344, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 345, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "REFERENCES", heading level 1

id = 346, level = 12, List: number of items 2, previous list id null, next list id null

List item: text content "Source Assessment Procedure: PE-03, PE-05"

id = 230, Line Art: height 0.84, width 61.32

id = 231, P: font Calibri, text size 12.00, text color [0.0], text content "03.10.08 Access..."

id = 232, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 233, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 234, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview"

id = 235, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 236, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test"

id = 237, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 238, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "REFERENCES"

List item: text content "Source Assessment Procedure: PE-04"

id = 347, Line Art: height 0.84, width 27.72

id = 348, Footer

id = 78, H: font Calibri, text size 9.96, text color [0.0], text content "68", heading level 3
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RA-03(01), SR-06



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=RA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=RA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=RA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SR-06
id = 349, Header

id = 119, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 350, level = 4, List: number of items 1, previous list id 294, next list id 380

List item: text content "3.11. Risk Assessment"

id = 351, Line Art: height 0.84, width 81.84

id = 352, level = 9, List: number of items 2, previous list id null, next list id 370

List item: text content "03.11.01 Risk Assessment ASSESSMENT OBJECTIVE Determine if:"

id = 219, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.11.01.ODP[..."

id = 220, level = 10, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.11.01.a: the risk (including supply chain risk) of unauthorized disclosure resulting from the processing, storage, or transmission of CUI is assessed."

List item: text content "A.03.11.01.b: risk assessments are updated <A.03.11.01.ODP[01]: frequency>."

id = 221, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 222, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: r..."

id = 223, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview"

id = 224, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 225, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test"

id = 226, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 227, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 228, Line Art: height 0.84, width 117.24

List item: text content "03.11.02 Vulnerability Monitoring and Scanning ASSESSMENT OBJECTIVE Determine if:"

id = 353, level = 11, List: number of items 1, previous list id null, next list id 356

List item: text content "A.03.11.02.ODP[01]: the frequency at which the system is monitored for vulnerabilities is defined."

id = 354, Footer

id = 79, H: font Calibri, text size 9.96, text color [0.0], text content "69", heading level 3


ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: risk assessment policy and procedures; procedures for vulnerability
scanning; patch and vulnerability management records; vulnerability scanning tools
and configuration documentation; vulnerability scanning results; risk assessment;

risk assessment report; system security plan; other relevant documents or records]

[SELECT FROM: personnel with risk assessment and vulnerability scanning
responsibilities; personnel with vulnerability scan analysis responsibilities; personnel
with vulnerability remediation responsibilities; personnel with information security
responsibilities; system administrators]

[SELECT FROM: processes for vulnerability monitoring, scanning, analysis, and
remediation; mechanisms for supporting or implementing vulnerability monitoring,
scanning, analysis, and remediation]


id = 355, Header

id = 120, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 356, level = 11, List: number of items 3, previous list id 353, next list id null

List item: text content "A.03.11.02.ODP[02]: the frequency at which the system is scanned for vulnerabilities is defined."

List item: text content "A.03.11.02.ODP[03]: response times to remediate system vulnerabilities are defined."

List item: text content "A.03.11.02.ODP[04]: the frequency at which to update system vulnerabilities to be scanned is defined."

id = 357, level = 12, List: number of items 4, previous list id null, next list id null

List item: text content "A.03.11.02.a[01]: the system is monitored for vulnerabilities <A.03.11.02.ODP[01]: frequency>."

List item: text content "A.03.11.02.a[02]: the system is scanned for vulnerabilities <A.03.11.02.ODP[02]: frequency>."

List item: text content "A.03.11.02.a[03]: the system is monitored for vulnerabilities when new vulnerabilities that affect the system are identified."

List item: text content "A.03.11.02.a[04]: the system is scanned for vulnerabilities when new vulnerabilities that affect the system are identified."

id = 358, level = 13, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.11.02.b: system vulnerabilities are remediated within <A.03.11.02.ODP[03]: response times>."

List item: text content "A.03.11.02.c[01]: system vulnerabilities to be scanned are updated <A.03.11.02.ODP[04]: frequency>."

id = 359, level = 14, List: number of items 1, previous list id null, next list id null

List item: text content "A.03.11.02.c[02]: system vulnerabilities to be scanned are updated when new vulnerabilities are identified and reported."

id = 360, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 361, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: r..."

id = 362, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 363, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 364, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 365, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 366, Footer

id = 80, H: font Calibri, text size 9.96, text color [0.0], text content "70", heading level 3


REFERENCES
Source Assessment Procedures: RA-05, RA-05(02)

ASSESSMENT METHODS AND OBIJECTS

Examine

[SELECT FROM: risk assessment policy; assessment reports; system audit records;
event logs; system security plan; other relevant documents or records]

[SELECT FROM: personnel with assessment and auditing responsibilities; system
administrators; personnel with security responsibilities]

[SELECT FROM: processes for assessments and audits; mechanisms and tools
supporting or implementing assessments and auditing]

REFERENCES

Source Assessment Procedure: RA-07

A.03.12.01.0DP[01]: the frequency at which to assess the security requirements for
the system and its environment of operation is defined.


https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=RA-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=RA-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=RA-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=CA
id = 367, Header

id = 121, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 368, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 369, Line Art: height 0.84, width 83.64

id = 370, level = 9, List: number of items 2, previous list id 352, next list id null

List item: text content "03.11.03 Withdrawn Incorporated into 03.11.02."

id = 229, Line Art: height 0.84, width 42.60

List item: text content "03.11.04 Risk Response ASSESSMENT OBJECTIVE Determine if:"

id = 371, level = 12, List: number of items 3, previous list id null, next list id null

List item: text content "A.03.11.04[01]: findings from security assessments are responded to."

List item: text content "A.03.11.04[02]: findings from security monitoring are responded to."

List item: text content "A.03.11.04[03]: findings from security audits are responded to."

id = 372, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 373, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: r..."

id = 374, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 375, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 376, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 377, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 378, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 379, Line Art: height 0.84, width 29.16

id = 380, level = 4, List: number of items 1, previous list id 350, next list id 434

List item: text content "3.12. Security Assessment and Monitoring"

id = 381, Line Art: height 0.84, width 182.28

id = 382, level = 9, List: number of items 1, previous list id null, next list id 395

List item: text content "03.12.01 Security Assessment ASSESSMENT OBJECTIVE Determine if:"

id = 383, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.12.01.ODP[..."

id = 384, Footer

id = 81, H: font Calibri, text size 9.96, text color [0.0], text content "71", heading level 3


A.03.12.01: the security requirements for the system and its environment of
operation are assessed <A.03.12.01.0DP[01]: frequency> to determine if the
requirements have been satisfied.

ASSESSMENT METHODS AND OBJECTS

Examine

[SELECT FROM: security assessment and monitoring policy and procedures;
procedures for security assessment planning; security assessment plan; security
assessment report; system security plan; other relevant documents or records]

[SELECT FROM: personnel with security assessment responsibilities; personnel with
information security responsibilities]

[SELECT FROM: mechanisms for supporting security assessments, processes for
security assessment plan development, or security assessment reporting]

REFERENCES

Source Assessment Procedure: CA-02



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=CA-02
id = 385, Header

id = 122, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 386, P: font Calibri, text size 12.00, text color [0.0], text content "A.03.12.01: the..."

id = 387, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 388, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 389, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 390, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 391, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 392, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: m..."

id = 393, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 394, Line Art: height 0.84, width 29.04

id = 395, level = 9, List: number of items 1, previous list id 382, next list id 408

List item: text content "03.12.02 Plan of Action and Milestones ASSESSMENT OBJECTIVE Determine if:"

id = 396, level = 10, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.12.02.a.01: a plan of action and milestones for the system is developed to document the planned remediation actions for correcting weaknesses or deficiencies noted during security assessments."

List item: text content "A.03.12.02.a.02: a plan of action and milestones for the system is developed to reduce or eliminate known system vulnerabilities."

id = 397, level = 11, List: number of items 3, previous list id null, next list id null

List item: text content "A.03.12.02.b.01: the existing plan of action and milestones is updated based on the findings from security assessments."

List item: text content "A.03.12.02.b.02: the existing plan of action and milestones is updated based on the findings from audits or reviews."

List item: text content "A.03.12.02.b.03: the existing plan of action and milestones is updated based on the findings from continuous monitoring activities."

id = 398, Footer

id = 82, H: font Calibri, text size 9.96, text color [0.0], text content "72", heading level 3


ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: security assessment and monitoring policy and procedures;
procedures for plans of action and milestones; security assessment plan; security
assessment report; security assessment evidence; plan of action and milestones;
system security plan; other relevant documents or records]

[SELECT FROM: personnel with plans of action and milestones development and
implementation responsibilities; personnel with information security
responsibilities]

[SELECT FROM: mechanisms for developing, implementing, and maintaining plans of
action and milestones]

REFERENCES

Source Assessment Procedure: CA-05

03.12.03 Continuous Monitoring

ASSESSMENT OBJECTIVE

Determine if:

A.03.12.03[01]: a system-level continuous monitoring strategy is developed.
A.03.12.03[02]: a system-level continuous monitoring strategy is implemented.

t\.03.12.03[03]: ongoing monitoring is included in the continuous monitoring
trategy.

t\.03.12.03[04]: security assessments are included in the continuous monitorinﬁ
trategy.

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: security assessment and monitoring policy and procedures;
organizational continuous monitoring strategy; system-level continuous monitoring
strategy; procedures for continuous monitoring of the system; procedures for
configuration management; security assessment report; plan of action and
milestones; system monitoring records; configuration management records; impact
analyses; status reports; system security plan; other relevant documents or records]


https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=CA-05
id = 399, Header

id = 123, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 400, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 401, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 402, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 403, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 404, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 405, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: m..."

id = 406, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 407, Line Art: height 0.84, width 29.04

id = 408, level = 9, List: number of items 1, previous list id 395, next list id 420

List item: text content "03.12.03 Continuous Monitoring ASSESSMENT OBJECTIVE Determine if:"

id = 409, level = 11, List: number of items 4, previous list id null, next list id null

List item: text content "A.03.12.03[01]: a system-level continuous monitoring strategy is developed."

List item: text content "A.03.12.03[02]: a system-level continuous monitoring strategy is implemented."

List item: text content "A.03.12.03[03]: ongoing monitoring is included in the continuous monitoring strategy."

List item: text content "A.03.12.03[04]: security assessments are included in the continuous monitoring strategy."

id = 410, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 411, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 412, Footer

id = 83, H: font Calibri, text size 9.96, text color [0.0], text content "73", heading level 3


SELECT FROM: personnel with continuous monitoring responsibilities; personne
with information security responsibilities; system administrators]

SELECT FROM: mechanisms for implementing continuous monitoring; mechanisms
for supporting response actions for assessment and monitoring results; mechanisms
for supporting security status reporting]

REFERENCES

Source Assessment Procedure: CA-07



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=CA-07
id = 413, Header

id = 124, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 414, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 415, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 416, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 417, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: m..."

id = 418, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 419, Line Art: height 0.84, width 29.04

id = 420, level = 9, List: number of items 2, previous list id 408, next list id null

List item: text content "03.12.04 Withdrawn Incorporated into 03.15.02."

id = 218, Line Art: height 0.84, width 42.60

List item: text content "03.12.05 Information Exchange ASSESSMENT OBJECTIVE Determine if:"

id = 421, level = 11, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.12.05.ODP[01]: one or more of the following PARAMETER VALUES are selected: {interconnection security agreements; information exchange security agreements; memoranda of understanding or agreement; service-level agreements; user agreements; non-disclosure agreements; other types of agreements}."

List item: text content "A.03.12.05.ODP[02]: the frequency at which to review and update agreements is defined."

id = 422, level = 12, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.12.05.a[01]: the exchange of CUI between the system and other systems is approved using <A.03.12.05.ODP[01]: SELECTED PARAMETER VALUES>."

List item: text content "A.03.12.05.a[02]: the exchange of CUI between the system and other systems is managed using <A.03.12.05.ODP[01]: SELECTED PARAMETER VALUES>."

id = 423, level = 13, List: number of items 3, previous list id null, next list id null

List item: text content "A.03.12.05.b[01]: interface characteristics for each system are documented as part of the exchange agreements."

List item: text content "A.03.12.05.b[02]: security requirements for each system are documented as part of the exchange agreements."

List item: text content "A.03.12.05.b[03]: responsibilities for each system are documented as part of the exchange agreements."

id = 424, level = Doctitle, H: font Calibri, text size 12.00, text color [0.0], text content "A.03.12.05.c[01...", heading level 1

id = 425, Footer

id = 84, H: font Calibri, text size 9.96, text color [0.0], text content "74", heading level 3


ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: access control policy and procedures; procedures for system
connections; system and communications protection policy and procedures; system
interconnection security agreements; information exchange security agreements;
service-level agreements; memoranda of understanding or agreements; non-
disclosure agreements; system design documentation; enterprise architecture;
security architecture; system configuration settings; system security plan; other
relevant documents or records]

[SELECT FROM: personnel with development, implementation, and approval
responsibilities for system interconnection agreements; personnel who manage
systems to which the exchange agreements apply; personnel with information
security responsibilities]

REFERENCES

Source Assessment Procedure: CA-03



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=CA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SC
id = 426, Header

id = 125, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 427, level = 14, List: number of items 1, previous list id null, next list id null

List item: text content "A.03.12.05.c[02]: exchange agreements are updated <A.03.12.05.ODP[02]: frequency>."

id = 428, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 429, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: a..."

id = 430, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 431, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 432, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 433, Line Art: height 0.84, width 29.04

id = 434, level = 4, List: number of items 1, previous list id 380, next list id 530

List item: text content "3.13. System and Communications Protection"

id = 435, Line Art: height 0.84, width 199.20

id = 436, level = 10, List: number of items 1, previous list id null, next list id 448

List item: text content "03.13.01 Boundary Protection ASSESSMENT OBJECTIVE Determine if:"

id = 437, level = 11, List: number of items 4, previous list id null, next list id null

List item: text content "A.03.13.01.a[01]: communications at external managed interfaces to the system are monitored."

List item: text content "A.03.13.01.a[02]: communications at external managed interfaces to the system are controlled."

List item: text content "A.03.13.01.a[03]: communications at key internal managed interfaces within the system are monitored."

List item: text content "A.03.13.01.a[04]: communications at key internal managed interfaces within the system are controlled."

id = 438, level = 12, List: number of items 1, previous list id null, next list id 441

List item: text content "A.03.13.01.b: subnetworks are implemented for publicly accessible system components that are physically or logically separated from internal networks."

id = 439, Footer

id = 85, H: font Calibri, text size 9.96, text color [0.0], text content "75", heading level 3


ASSESSMENT METHODS AND OBJECTS

Examine

[SELECT FROM: system and communications protection policy and procedures;
procedures for boundary protection; list of key internal boundaries within the
system; boundary protection hardware and software; system configuration settings;
security architecture; system audit records; system design documentation; system
security plan; other relevant documents or records]

[SELECT FROM: personnel with boundary protection responsibilities; personnel with
information security responsibilities; system developers; system administrators]

Test

[SELECT FROM: mechanisms for implementing boundary protection capabilities]

REFERENCES

Source Assessment Procedure: SC-07



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SC-07
id = 440, Header

id = 126, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 441, level = 12, List: number of items 1, previous list id 438, next list id null

List item: text content "A.03.13.01.c: external system connections are only made through managed interfaces that consist of boundary protection devices arranged in accordance with an organizational security architecture."

id = 442, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 443, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 444, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 445, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 446, P: font Calibri, text size 12.00, text color [0.0], text content "Test [SELECT FR..."

id = 447, Line Art: height 0.84, width 27.60

id = 448, level = 10, List: number of items 3, previous list id 436, next list id 460

List item: text content "03.13.02 Withdrawn Recategorized as NCO."

List item: text content "03.13.03 Withdrawn Addressed by 03.01.01, 03.01.02, 03.01.03, 03.01.04, 03.01.05, 03.01.06, and 03.01.07."

id = 188, Line Art: height 0.84, width 283.92

id = 189, Line Art: height 0.84, width 42.72

List item: text content "03.13.04 Information in Shared System Resources ASSESSMENT OBJECTIVE Determine if:"

id = 449, level = 12, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.13.04[01]: unauthorized information transfer via shared system resources is prevented."

List item: text content "A.03.13.04[02]: unintended information transfer via shared system resources is prevented."

id = 450, Footer

id = 86, H: font Calibri, text size 9.96, text color [0.0], text content "76", heading level 3


ASSESSMENT METHODS AND OBJECTS
Examine

[SELECT FROM: system and communications protection policy and procedures;
procedures for information protection in shared system resources; system
configuration settings; system audit records; system design documentation; system
security plan; other relevant documents or records]

[SELECT FROM: personnel with information security responsibilities; system
developers; system administrators]

[SELECT FROM: mechanisms for preventing the unauthorized and unintended
transfer of information via shared system resources]

REFERENCES

Source Assessment Procedure: SC-04

03.13.05 Withdrawn

Incorporated into 03.13.01.

03.13.06 Network Communications — Deny by Default — Allow by Exception
ASSESSMENT OBIJECTIVE
Determine if:

A.03.13.06[01]: network communications traffic is denied by default.

A.03.13.06[02]: network communications traffic is allowed by exception.

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: system and communications protection policy and procedures;
procedures for boundary protection; system design documentation; system
configuration settings; system audit records; system security plan; other relevant
documents or records]

[SELECT FROM: personnel with boundary protection responsibilities; personnel with
information security responsibilities; system developers; system administrators]
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List item: text content "03.13.05 Withdrawn Incorporated into 03.13.01."

id = 190, Line Art: height 0.84, width 42.60

List item: text content "03.13.06 Network Communications – Deny by Default – Allow by Exception ASSESSMENT OBJECTIVE Determine if: A.03.13.06[01]: network communications traffic is denied by default. A.03.13.06[02]: network communications traffic is allowed by exception."
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[SELECT FROM: mechanisms for implementing traffic management at managed
interfaces]

REFERENCES
Source Assessment Procedure: SC-07(05)

03.13.07 Withdrawn
Addressed by 03.01.12, 03.04.02 and 03.04.06

03.13.08 Transmission and Storage Confidentiality
ASSESSMENT OBJECTIVE

Determine if:

.03.13.08[01]: cryptographic mechanisms are implemented to prevent th
nauthorized disclosure of CUI during transmission.

t.03.13.08[02]: cryptographic mechanisms are implemented to prevent thj
nauthorized disclosure of CUI while in storage.

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: system and communications protection policy and procedures;
procedures for transmission confidentiality; procedures for the protection of
information at rest; system design documentation; system configuration settings;
cryptographic mechanisms and associated configuration documentation;
information in storage requiring confidentiality protection; system audit records;
system security plan; other relevant documents or records]

[SELECT FROM: personnel with information security responsibilities; system
developers; system administrators]

[SELECT FROM: mechanisms for supporting or implementing transmission
confidentiality; cryptographic mechanisms for supporting or implementing
transmission confidentiality; mechanisms for supporting or implementing
confidentiality protection for information in storage; cryptographic mechanisms for
implementing confidentiality protections for information in storage]
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REFERENCES
Source Assessment Procedures: SC-08, SC-08(01), SC-28, SC-28(01)

3.13.09 Network Disconnect

ASSESSMENT OBJECTIVE
Determine if:

A.03.13.09.0DP[01]: the time period of inactivity after which the system
terminates a network connection associated with a communications session is
defined.

A.03.13.09: the network connection associated with a communications session is
terminated at the end of the session or after <A.03.13.09.0DP[01]: time period> of
inactivity.

ASSESSMENT METHODS AND OBJECTS

Examine

[SELECT FROM: system and communications protection policy and procedures;
procedures for network disconnect; system design documentation; system
configuration settings; system audit records; system security plan; other relevant
documents or records]

Interview

[SELECT FROM: personnel with information security responsibilities; system
developers; system administrators]

Test

[SELECT FROM: mechanisms for supporting or implementing a network disconnect
capability]

REFERENCES

Source Assessment Procedure: SC-10

3.13.10 Cryptographic Key Establishment and Managemen

ASSESSMENT OBJECTIVE

Determine if:

A.03.13.10.0DP[01]: requirements for key generation, distribution, storage, access,
and destruction are defined.

A.03.13.10[01]: cryptographic keys are established in the system in accordance with
the following key management requirements: <A.03.13.10.0DP[01]: requirements>.
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A.03.13.10[02]: cryptographic keys are managed in the system in accordance with
the following key management requirements: <A.03.13.10.0DP[01]: requirements>.

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: system and communications protection policy and procedures;
procedures for cryptographic key establishment and management; system design
documentation; system configuration settings; cryptographic mechanisms; system
audit records; system security plan; other relevant documents or records]

[SELECT FROM: personnel with responsibilities for cryptographic key establishment
or management; personnel with information security responsibilities; system
administrators]

[SELECT FROM: mechanisms for supporting or implementing cryptographic key
establishment and management]

Source Assessment Procedure: SC-12

03.13.11 Cryptographic Protection

ASSESSMENT OBJECTIVE

Determine if:

A.03.13.11.0DP[01]: the types of cryptography for protecting the confidentiality of
CUI are defined.

A.03.13.11: the following types of cryptography are implemented to protect the
confidentiality of CUI: <A.03.13.11.0DP[01]: types of cryptography>.

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: system and communications protection policy and procedures;
procedures for cryptographic protection; system design documentation; system
configuration settings; cryptographic module validation certificates; list of FIPS-
validated cryptographic modules; system audit records; system security plan; other
relevant documents or records]
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[SELECT FROM: personnel with responsibilities for cryptographic protection;
personnel with information security responsibilities; system developers; system
administrators]

[SELECT FROM: mechanisms for supporting or implementing cryptographic
protection]

Source Assessment Procedure: SC-13

03.13.12 Collaborative Computing Devices and Applications

ASSESSMENT OBJECTIVE

Determine if:

A.03.13.12.0DP[01]: exceptions where remote activation is to be allowed are
defined.

.03.13.12.a: the remote activation of collaborative computing devices and
pplications is prohibited with the following exceptions: <A.03.13.12.0DP[01]:
xceptions>.

t.03.13.12.b: an explicit indication of use is provided to users who are physicallﬂ
resent at the devices.

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: system and communications protection policy and procedures;
procedures for collaborative computing; access control policy and procedures;
system configuration settings; system design documentation; system audit records;
system security plan; other relevant documents or records]

[SELECT FROM: personnel with responsibilities for managing collaborative
computing devices; personnel with information security responsibilities; system
developers; system administrators]

[SELECT FROM: mechanisms for supporting or implementing the management of
remote activation of collaborative computing devices; mechanisms for providing an
indication of use of collaborative computing devices]
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REFERENCES

Source Assessment Procedure: SC-15

d communications protection policy and procedures;

de; mobile code implementation policy and procedures; list
e and mobile code technologies; authorization records;

s; system audit records; system security plan; other

cords]

| with responsibilities for managing mobile code; personnel
responsibilities; system administrators]

for authorizing, monitoring, and controlling mobile code;
ng or implementing the management of mobile code;
ng or implementing mobile code monitoring]

dure: SC-18
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A.03.14.01.b[01]: security-relevant software updates are installed within
<A.03.14.01.0DP[01]: time period> of the release of the updates.

A.03.14.01.b[02]: security-relevant firmware updates are installed within
<A.03.14.01.0DP[02]: time period> of the release of the updates.

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: system and information integrity policy and procedures; procedures
for flaw remediation; procedures for configuration management; list of recent
security flaw remediation actions performed on the system; list of flaws and
vulnerabilities that may potentially affect the system; test results from the
installation of software and firmware updates to correct system flaws; installation
and change control records for security-relevant software and firmware updates;
system security plan; other relevant documents or records]

[SELECT FROM: personnel responsible for installing, configuring, or maintaining the
system; personnel responsible for flaw remediation; personnel with configuration
management responsibilities; personnel with information security responsibilities;
system administrators]

[SELECT FROM: processes for identifying, reporting, and correcting system flaws;
processes for installing software and firmware updates; mechanisms for supporting
or implementing the reporting and correction of system flaws; mechanisms for
supporting or implementing the testing software and firmware updates]

Source Assessment Procedure: SI-02

03.14.02 Malicious Code Protection

ASSESSMENT OBJECTIVE

Determine if:

A.03.14.02.0DP[01]: the frequency at which malicious code protection mechanisms
perform scans is defined.

.03.14.02.a[01]: malicious code protection mechanisms are implemented at
ystem entry and exit points to detect malicious code.

t.03.14.02.a[02]: malicious code protection mechanisms are implemented at
ystem entry and exit points to eradicate malicious code.
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id = 546, Line Art: height 0.84, width 24.24

id = 547, level = 8, List: number of items 1, previous list id 532, next list id 564

List item: text content "03.14.02 Malicious Code Protection ASSESSMENT OBJECTIVE Determine if:"

id = 548, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.14.02.ODP[..."

id = 549, level = 11, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.14.02.a[01]: malicious code protection mechanisms are implemented at system entry and exit points to detect malicious code."

List item: text content "A.03.14.02.a[02]: malicious code protection mechanisms are implemented at system entry and exit points to eradicate malicious code."

id = 550, Footer

id = 94, H: font Calibri, text size 9.96, text color [0.0], text content "84", heading level 3


ASSESSMENT METHODS AND OBJECTS

Examine

[SELECT FROM: system and information integrity policy and procedures;
configuration management policy and procedures; procedures for malicious code
protection; records of malicious code protection updates; system design
documentation; system configuration settings; scan results from malicious code
protection mechanisms; record of actions initiated by malicious code protection
mechanisms in response to malicious code detection; system audit records; system
security plan; other relevant documents or records]

[SELECT FROM: personnel responsible for malicious code protection; personnel with
system installation, configuration, or maintenance responsibilities; personnel with
information security responsibilities; system administrators]

[SELECT FROM: processes for employing, updating, and configuring malicious code
protection mechanisms; processes for addressing the detection of false positives
and resulting potential impacts; mechanisms for supporting or implementing,
employing, updating, and configuring malicious code protection mechanisms;
mechanisms for supporting or implementing malicious code scanning and the
execution of subsequent actions]


https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SI-03
id = 551, Header

id = 135, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 552, level = 12, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.14.02.b: malicious code protection mechanisms are updated as new releases are available in accordance with configuration management policy and procedures."

id = 1, level = 13, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.14.02.c.01[01]: malicious code protection mechanisms are configured to perform scans of the system <A.03.14.02.ODP[01]: frequency>."

List item: text content "A.03.14.02.c.01[02]: malicious code protection mechanisms are configured to perform real-time scans of files from external sources at endpoints or system entry and exit points as the files are downloaded, opened, or executed."

List item: text content "A.03.14.02.c.02: malicious code protection mechanisms are configured to block malicious code, quarantine malicious code, or take other actions in response to malicious code detection."

id = 553, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 554, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 555, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 556, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 557, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 558, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 559, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "REFERENCES", heading level 1

id = 560, level = 13, List: number of items 1, previous list id 545, next list id null

List item: text content "Source Assessment Procedure: SI-03"

id = 561, Line Art: height 0.84, width 24.24

id = 562, Footer

id = 95, H: font Calibri, text size 9.96, text color [0.0], text content "85", heading level 3
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https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SI-05
id = 563, Header

id = 136, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 564, level = 8, List: number of items 3, previous list id 547, next list id null

List item: text content "03.14.03 Security Alerts, Advisories, and Directives ASSESSMENT OBJECTIVE Determine if:"

id = 167, level = 11, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.14.03.a: system security alerts, advisories, and directives from external organizations are received on an ongoing basis."

List item: text content "A.03.14.03.b[01]: internal security alerts, advisories, and directives are generated, as necessary."

id = 168, level = 12, List: number of items 1, previous list id null, next list id null

List item: text content "A.03.14.03.b[02]: internal security alerts, advisories, and directives are disseminated, as necessary."

id = 169, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 170, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 171, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview"

id = 172, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 173, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test"

id = 174, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 175, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 176, Line Art: height 0.84, width 24.24

List item: text content "03.14.04 Withdrawn Incorporated into 03.14.02."

id = 177, Line Art: height 0.84, width 42.60

List item: text content "03.14.05 Withdrawn Addressed by 03.14.02."

id = 565, Line Art: height 0.84, width 42.60

id = 566, Footer

id = 96, H: font Calibri, text size 9.96, text color [0.0], text content "86", heading level 3


oot o ey
e

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: system and information integrity policy and procedures; procedures
for system monitoring tools and techniques; continuous monitoring strategy; facility
diagram or layout; system design documentation; locations within the system where
monitoring devices are deployed; system configuration settings; system protocols;
system audit records; system security plan; other relevant documents or records]

Interview

[SELECT FROM: personnel with responsibilities for installing, configuring, or
maintaining the system; personnel with system monitoring responsibilities;
personnel with intrusion detection responsibilities; personnel with information
security responsibilities; system administrators]

Test

[SELECT FROM: processes for intrusion detection and system monitoring;
mechanisms for supporting or implementing system monitoring capabilities;
mechanisms for supporting or implementing intrusion detection and system
monitoring capabilities; mechanisms for supporting or implementing the monitoring
of inbound and outbound communications traffic]

REFERENCES
Source Assessment Procedures: SI-04, SI-04(04)



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SI-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SI-04
id = 567, Header

id = 137, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 568, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "03.14.06 System...", heading level 1

id = 569, level = 13, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.14.06.a.01[01]: the system is monitored to detect attacks."

List item: text content "A.03.14.06.a.01[02]: the system is monitored to detect indicators of potential attacks. A.03.14.06.a.02: the system is monitored to detect unauthorized connections. A.03.14.06.b: unauthorized use of the system is identified."

id = 570, level = 14, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.14.06.c[01]: inbound communications traffic is monitored to detect unusual or unauthorized activities or conditions."

List item: text content "A.03.14.06.c[02]: outbound communications traffic is monitored to detect unusual or unauthorized activities or conditions."

id = 571, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 572, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 573, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview"

id = 574, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 575, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test"

id = 576, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 577, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 578, Line Art: height 0.84, width 73.80

id = 579, level = Subtitle, H: font Calibri, text size 12.00, text color [0.0], text content "03.14.07 Withdr...", heading level 2

id = 580, Line Art: height 0.84, width 42.60

id = 581, Footer

id = 97, H: font Calibri, text size 9.96, text color [0.0], text content "87", heading level 3


ASSESSMENT METHODS AND OBJECTS

Examine

[SELECT FROM: system and information integrity policy and procedures; laws,
Executive Orders, directives, policies, regulations, standards, and operational
requirements applicable to information management and retention; records
retention and disposition policy; records retention and disposition procedures;
media protection policy; media protection procedures; audit findings; system
security plan; other relevant documents or records]

[SELECT FROM: personnel with information and records management, retention,
and disposition responsibilities; personnel with information security responsibilities;
system administrators]

[SELECT FROM: processes for information management, retention, and disposition;
mechanisms for supporting or implementing information management, retention,
and disposition]

REFERENCES

Source Assessment Procedure: SI-12


https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SI-12
id = 582, Header

id = 138, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 583, level = 8, List: number of items 1, previous list id null, next list id null

List item: text content "03.14.08 Information Management and Retention ASSESSMENT OBJECTIVE Determine if:"

id = 584, level = 12, List: number of items 4, previous list id null, next list id null

List item: text content "A.03.14.08[01]: CUI within the system is managed in accordance with applicable laws, Executive Orders, directives, regulations, policies, standards, guidelines, and operational requirements."

List item: text content "A.03.14.08[02]: CUI within the system is retained in accordance with applicable laws, Executive Orders, directives, regulations, policies, standards, guidelines, and operational requirements."

List item: text content "A.03.14.08[03]: CUI output from the system is managed in accordance with applicable laws, Executive Orders, directives, regulations, policies, standards, guidelines, and operational requirements."

List item: text content "A.03.14.08[04]: CUI output from the system is retained in accordance with applicable laws, Executive Orders, directives, regulations, policies, standards, guidelines, and operational requirements."

id = 585, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 586, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 587, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 588, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 589, level = Subtitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 590, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 591, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 592, Line Art: height 0.84, width 24.24

id = 593, Footer

id = 98, H: font Calibri, text size 9.96, text color [0.0], text content "88", heading level 3
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https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PL
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=AC-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=AT-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=AU-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=CA-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=CM-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=IA-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=IR-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=MA-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=MP-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PE-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PL-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PS-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=RA-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SA-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SC-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SI-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SR-01
id = 594, Header

id = 139, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 595, level = 4, List: number of items 1, previous list id 530, next list id 625

List item: text content "3.15. Planning"

id = 596, Line Art: height 0.84, width 43.20

id = 597, level = 9, List: number of items 2, previous list id null, next list id 612

List item: text content "03.15.01 Policy and Procedures ASSESSMENT OBJECTIVE Determine if:"

id = 157, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.15.01.ODP[..."

id = 158, level = 10, List: number of items 4, previous list id null, next list id null

List item: text content "A.03.15.01.a[01]: policies needed to satisfy the security requirements for the protection of CUI are developed and documented."

List item: text content "A.03.15.01.a[02]: policies needed to satisfy the security requirements for the protection of CUI are disseminated to organizational personnel or roles."

List item: text content "A.03.15.01.a[03]: procedures needed to satisfy the security requirements for the protection of CUI are developed and documented."

List item: text content "A.03.15.01.a[04]: procedures needed to satisfy the security requirements for the protection of CUI are disseminated to organizational personnel or roles."

id = 159, level = 11, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.15.01.b[01]: policies and procedures are reviewed <A.03.15.01.ODP[01]: frequency>."

List item: text content "A.03.15.01.b[02]: policies and procedures are updated <A.03.15.01.ODP[01]: frequency>."

id = 160, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 161, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 162, P: font Calibri, text size 12.00, text color [0.0], text content "Interview [SELE..."

id = 163, Line Art: height 0.84, width 235.44

id = 164, Line Art: height 0.84, width 336.72

List item: text content "03.15.02 System Security Plan ASSESSMENT OBJECTIVE Determine if:"

id = 598, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.15.02.ODP[..."

id = 599, Footer

id = 99, H: font Calibri, text size 9.96, text color [0.0], text content "89", heading level 3


o

ASSESSMENT METHODS AND OBJECTS

Examine

SELECT FROM: security planning policy and procedures; procedures for system
security plan development and implementation; procedures for system security plan
reviews and updates; enterprise architecture; system security plan; records of
system security plan reviews and updates; risk assessments; risk assessment results;
security architecture and design documentation; other relevant documents or
records]

SELECT FROM: personnel with system security planning and plan implementation
responsibilities; system developers; personnel with information security
responsibilities]



id = 600, Header

id = 140, H: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171...", heading level 3

id = 601, level = 12, List: number of items 8, previous list id null, next list id null

List item: text content "A.03.15.02.a.01: a system security plan that defines the constituent system components is developed."

List item: text content "A.03.15.02.a.02: a system security plan that identifies the information types processed, stored, and transmitted by the system is developed."

List item: text content "A.03.15.02.a.03: a system security plan that describes specific threats to the system that are of concern to the organization is developed."

List item: text content "A.03.15.02.a.04: a system security plan that describes the operational environment for the system and any dependencies on or connections to other systems or system components is developed."

List item: text content "A.03.15.02.a.05: a system security plan that provides an overview of the security requirements for the system is developed."

List item: text content "A.03.15.02.a.06: a system security plan that describes the safeguards in place or planned for meeting the security requirements is developed."

List item: text content "A.03.15.02.a.07: a system security plan that identifies individuals that fulfill system roles and responsibilities is developed."

List item: text content "A.03.15.02.a.08: a system security plan that includes other relevant information necessary for the protection of CUI is developed."

id = 602, level = 13, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.15.02.b[01]: the system security plan is reviewed <A.03.15.02.ODP[01]: frequency>."

List item: text content "A.03.15.02.b[02]: the system security plan is updated <A.03.15.02.ODP[01]: frequency>. A.03.15.02.c: the system security plan is protected from unauthorized disclosure."

id = 603, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 604, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 605, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 606, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 607, Footer

id = 100, H: font Calibri, text size 9.96, text color [0.0], text content "90", heading level 3


SELECT FROM: processes for system security plan development, review, update
and approval]

REFERENCES

Source Assessment Procedure: PL-02

A.03.15.03.0DP[01]: the frequency at which the rules of behavior are reviewed an
updated is defined.

]

tSSESSMENT METHODS AND OBJECTS

Xamine

SELECT FROM: security planning policy and procedures; rules of behavior for system
users; signed acknowledgements of rules of behavior; records for rules of behavior
reviews and updates; system security plan; other relevant documents or records]

SELECT FROM: personnel with rules of behavior establishment, review, and update
responsibilities; personnel with literacy training and awareness responsibilities;
personnel with role-based training responsibilities; authorized users of the system
who have signed rules of behavior; personnel with information security
responsibilities]



https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PL-02
id = 608, Header

id = 141, P: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171..."

id = 142, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Test", heading level 1

id = 609, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 610, P: font Calibri, text size 12.00, text color [0.0], text content "REFERENCES Sour..."

id = 611, Line Art: height 0.84, width 27.00

id = 612, level = 9, List: number of items 1, previous list id 597, next list id null

List item: text content "03.15.03 Rules of Behavior ASSESSMENT OBJECTIVE Determine if:"

id = 613, P: font Calibri-BoldItalic, text size 12.00, text color [0.0], text content "A.03.15.03.ODP[..."

id = 614, level = 12, List: number of items 3, previous list id null, next list id null

List item: text content "A.03.15.03.a: rules that describe responsibilities and expected behavior for system usage and protecting CUI are established."

List item: text content "A.03.15.03.b: rules are provided to individuals who require access to the system."

List item: text content "A.03.15.03.c: a documented acknowledgement from individuals indicating that they have read, understand, and agree to abide by the rules of behavior is received before authorizing access to CUI and the system."

id = 615, level = 13, List: number of items 2, previous list id null, next list id null

List item: text content "A.03.15.03.d[01]: the rules of behavior are reviewed <A.03.15.03.ODP[01]: frequency>."

List item: text content "A.03.15.03.d[02]: the rules of behavior are updated <A.03.15.03.ODP[01]: frequency>."

id = 616, P: font Calibri-Bold, text size 12.00, text color [0.0], text content "ASSESSMENT METH..."

id = 617, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: s..."

id = 618, level = Doctitle, H: font Calibri-Bold, text size 12.00, text color [0.0], text content "Interview", heading level 1

id = 619, P: font Calibri, text size 12.00, text color [0.0], text content "[SELECT FROM: p..."

id = 620, Footer

id = 101, H: font Calibri, text size 9.96, text color [0.0], text content "91", heading level 3


[SELECT FROM: processes for establishing, reviewing, disseminating, and updating
rules of behavior; mechanisms for supporting or implementing the establishment,
dissemination, review, and update of rules of behavior]

REFERENCES

Source Assessment Procedure: PL-04

A.03.16.01.0DP[01]: systems security engineering principles to be applied to the
development or modification of the system and system components are defined.

A.03.16.01: <A.03.16.01.0DP[01]: systems security engineering principles> are
applied to the development or modification of the system and system components.

ASSESSMENT METHODS AND OBIJECTS
Examine

[SELECT FROM: system and services acquisition policy; system and services
acquisition procedures; procedures addressing security engineering principles used
in the development and modification of the system; system design documentation;
security requirements and specifications for the system; system security plan; other
relevant documents or records]

[SELECT FROM: personnel with acquisition/contracting responsibilities; personnel
with information security responsibilities; personnel with system development and
modification responsibilities; system developers]

[SELECT FROM: processes for applying security engineering principles in system
development and modification; mechanisms supporting the application of security
engineering principles in system development and modification]

REFERENCES

Source Assessment Procedure: SA-08


https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=PL-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP_800_53_A_5_1_1/home?element=SA-08
id = 621, Header

id = 143, P: font Calibri, text size 9.96, text color [0.0], text content "NIST SP 800-171..."
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