References: [4] [30] [61] [71] [98] [99] [117]
Related Publications: [100]

AR-4 MANAGE THE RESULTS OF SYSTEM ARCHITECTURE DEFINITION

References: [4] [30] [61] [71] [98] [99] [100] [117]

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Provide sufficient detailed data and information about the security aspects of the system and
its elements to realize a trustworthy secure solution in accordance with the system
requirements and architecture.
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The purpose of the System Analysis process is to provide a rigorous basis of information and data
for technical understanding to aid decision-making and technical assessments across the life
cycle.

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Produce a rigorous basis of data and information for the technical understanding of security
aspects to aid decision-making and technical assessments across the life cycle.
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Note: Subject-matter experts are consulted and participate in the formulation of conclusions
and recommendations.
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Transform system security requirements, architecture, and design (including interfaces) into
actions that create a trustworthy secure system element according to the practices of the
selected implementation technology using appropriate security and non-security technical
specialties or disciplines.
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source, suitability, and trustworthiness of the reused system elements for the new purpose. The
mplementation strategy includes procedures, fabrication processes, tools and equipment,
tolerances, and verification uncertainties, which may introduce weaknesses and vulnerabilities.
n the case of repeated system element implementation (e.g., mass production, replacement
system elements), the procedures and fabrication processes are defined to achieve consistent
and repeatable trustworthy producibility.
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Note: System elements can include:
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and their ability to account for all of the security requirements and constraints associate
with the delivery, utilization, and sustainment of the service or capability being leased.

References: [4] [30] [61] [86] [98] [99] [109] [111] [112] [113]

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

- Synthesize a set of system elements into a realized trustworthy secure system that satisfies
the system requirements.
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Note: Bidirectional traceability of the security aspects of the integrated system elements to the
system security requirements, security views of the architecture, security design, and security
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List item: text content "IN-2 PERFORM INTEGRATION"

id = 243, level = 6, List: number of items 5, previous list id null, next list id null

List item: text content "IN-2.1 Check interface availability and conformance of the interfaces in accordance with the security aspects of interface definitions and integration schedules."

List item: text content "IN-2.2 Perform actions to address any security-relevant conformance or availability issues."

List item: text content "IN-2.3 Securely combine the implemented system elements in accordance with planned sequences."

List item: text content "IN-2.4 Securely integrate system element configurations until the complete system is securely synthesized."

List item: text content "IN-2.5 Check for the expected results of interfaces, interconnections, selected functions, and security characteristics."

id = 244, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

List item: text content "IN-3 MANAGE RESULTS OF INTEGRATION"

id = 355, level = 7, List: number of items 2, previous list id null, next list id 360

List item: text content "IN-3.1 Record the security aspects of integration results and any anomalies encountered."

id = 239, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Anomaly a..."

List item: text content "IN-3.2 Maintain traceability of the security aspects of integrated system elements."

id = 356, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Bidirecti..."

id = 357, Footer

id = 78, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "132", heading level 4


nterface requirements is maintained. Traceability provides evidence that supports assurance
and trustworthiness claims.

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

VE-1.1 Identify the security aspects within the verification scope and corresponding security

verification actions.

Note: Scope includes the system, system elements, information items, or artifacts that will be
verified against applicable requirements, security characteristics, or other security properties
Each verification action description includes what will be verified (e.g., actual system, model,

% Anomalies include behaviors and outcomes that are observed but not specified.



id = 358, Header

id = 114, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 359, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "interface requi..."

id = 360, level = 7, List: number of items 1, previous list id 355, next list id null

List item: text content "IN-3.3 Provide the security-relevant artifacts that have been selected for baselines. References: [4] [30] [61] [98] [99] [100]"

id = 361, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.9. Verificati...", heading level 1

id = 362, level = Subtitle, H: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ...", heading level 2

id = 363, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 364, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.9.1. Security...", heading level 1

id = 365, level = 3, List: number of items 2, previous list id null, next list id null

List item: text content "- Provide objective evidence that a system, system element, or artifact (e.g., system requirements, architecture description, or design description) fulfills its specified security requirements and characteristics."

List item: text content "- Identify security-relevant anomalies98 in any artifact, implemented system elements, or life cycle processes, and provide the necessary information to determine the resolution of such anomalies."

id = 366, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.9.2. Security...", heading level 1

id = 367, level = 3, List: number of items 7, previous list id null, next list id null

List item: text content "- Security-relevant verification constraints that influence requirements, architecture, or design are identified."

List item: text content "- Enabling systems or services for the security aspects of verification are available."

List item: text content "- Security aspects of the system, system element, or artifact are verified."

List item: text content "- Security-relevant data that provides information for corrective actions is reported."

List item: text content "- Objective evidence that the realized system fulfills the security requirements and security aspects of the architecture and design is provided."

List item: text content "- Security aspects of verification results and anomalies are identified."

List item: text content "- Traceability of the security aspects of the verified system elements is established."

id = 368, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.9.3. Security...", heading level 1

id = 369, level = 5, List: number of items 1, previous list id null, next list id 380

List item: text content "VE-1 PREPARE FOR VERIFICATION"

id = 370, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "VE-1.1 Identify..."

id = 371, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "verification ac..."

id = 372, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Scope inc..."

id = 373, Line Art: height 0.60, width 144.00

id = 374, P: font TimesNewRomanPSMT, text size 7.98, text color [0.0, 0.0, 0.0], text content "98 Anomalies in..."

id = 375, Footer

id = 79, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "133", heading level 4


mock-up, prototype, procedure, plan, or other information item), the verification method
including any adversity emulation), and the expected result as defined by the success criteria.
The security criteria may reflect considerations of strength of function/mechanism, resistance to
tamper, misuse or abuse, penetration resistance, level of assurance, absence of flaws,
weaknesses, and the absence of unspecified behavior and outcomes.

eferences: [4 1] [61 7 1 119] [1 121] [1



id = 376, Header

id = 115, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 377, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "mock-up, protot..."

id = 378, level = 6, List: number of items 7, previous list id null, next list id null

List item: text content "VE-1.2 Identify the constraints that can potentially limit the feasibility of the security-focused verification actions."

id = 234, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Constrain..."

List item: text content "VE-1.3 Select appropriate security verification methods and the associated success criteria for each security verification action."

id = 235, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The metho..."

List item: text content "VE-1.4 Define the security aspects of the verification strategy."

id = 236, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "VE-1.5 Identify the security-relevant constraints and objectives that result from the security aspects of the verification strategy to be incorporated into the system requirements, architecture, and design."

List item: text content "VE-1.6 Identify the security aspects for enabling systems or services needed to support verification."

List item: text content "VE-1.7 Identify and plan for enabling systems or services needed to support the security aspects of verification."

List item: text content "VE-1.8 Obtain or acquire access to the security aspects of enabling systems or services to be used in verification."

id = 379, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 380, level = 5, List: number of items 1, previous list id 369, next list id 384

List item: text content "VE-2 PERFORM VERIFICATION"

id = 381, level = 6, List: number of items 2, previous list id null, next list id null

List item: text content "VE-2.1 Define the security aspects of the verification procedures, each supporting one or a set of verification actions."

id = 233, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The proce..."

List item: text content "VE-2.2 Perform security verification procedures. References: [4] [86] [97] [100] [109]"

id = 382, Footer

id = 80, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "134", heading level 4


The purpose of the Transition process is to establish a capability for a system to provide services
specified by stakeholder requirements in the operational environment.

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Preserve the system’s verified security characteristics during the orderly and planned
transition of the system to be operable in the intended environment, which may be a new or
changed environment.



id = 383, Header

id = 116, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 384, level = 5, List: number of items 1, previous list id 380, next list id null

List item: text content "VE-3 MANAGE RESULTS OF VERIFICATION"

id = 385, level = 6, List: number of items 4, previous list id null, next list id null

List item: text content "VE-3.1 Record the security aspects of verification results and any anomalies encountered."

List item: text content "VE-3.2 Obtain agreement from the approval authority that the system, system element, or artifact meets the specified system security requirements."

id = 231, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: There may..."

List item: text content "VE-3.3 Maintain traceability of the security aspects of verification."

id = 232, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Bidirecti..."

List item: text content "VE-3.4 Provide the security-relevant artifacts that have been selected for baselines. References: [4] [30] [61] [98] [99] [100] [109]"

id = 386, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.10. Transitio...", heading level 1

id = 387, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ..."

id = 388, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 389, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.10.1. Securit...", heading level 1

id = 390, level = 2, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "- Preserve the ..."

id = 391, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.10.2. Securit...", heading level 1

id = 392, level = 3, List: number of items 8, previous list id null, next list id null

List item: text content "- Security-relevant transition constraints that influence system requirements, architecture, or design are identified."

List item: text content "- Enabling systems or services for the security aspects of transition are available."

List item: text content "- The prepared site satisfies security criteria."

List item: text content "- The system is installed in its operational environment and can deliver its specified functions in a trustworthy secure manner."

List item: text content "- Operators, users, and other stakeholders necessary to the system utilization and support are trained in the system’s security capabilities, mechanisms, and features."

List item: text content "- Security-relevant transition results and anomalies are identified."

List item: text content "- The installed system is activated and ready for trustworthy secure operation."

List item: text content "- Traceability of the security aspects of the transitioned elements is established."

id = 393, Footer

id = 81, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "135", heading level 4


e installation and connection procedures are to be properly verified to provide
onfidence that the intended system configuration across all system modes and states is



id = 394, Header

id = 117, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 395, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.10.3. Securit...", heading level 1

id = 396, level = 4, List: number of items 2, previous list id null, next list id 405

List item: text content "TR-1 PREPARE FOR TRANSITION"

id = 228, level = 5, List: number of items 8, previous list id null, next list id null

List item: text content "TR-1.1 Define the security aspects of the transition strategy."

id = 227, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The trans..."

List item: text content "TR-1.2 Identify and define any security-relevant facility or site changes needed."

List item: text content "TR-1.3 Identify the security-relevant constraints and objectives from the security aspects of transition to be incorporated into the system requirements, architecture, and design."

List item: text content "TR-1.4 Identify and arrange the security training of operators, users, and other stakeholders necessary to the system utilization and support."

List item: text content "TR-1.5 Identify the security aspects for enabling systems or services needed to support transition."

List item: text content "TR-1.6 Identify and plan for enabling systems or services needed to support the security aspects of transition."

List item: text content "TR-1.7 Obtain or acquire access to the security aspects of enabling systems or services to be used in transition."

List item: text content "TR-1.8 Identify security aspects, and arrange for the secure shipping and receiving of system elements and enabling systems."

id = 229, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

List item: text content "TR-2 PERFORM TRANSITION"

id = 397, level = 6, List: number of items 4, previous list id null, next list id 402

List item: text content "TR-2.1 Prepare the site of operation in accordance with secure installation requirements."

List item: text content "TR-2.2 Securely deliver the system for installation at the correct location and time."

id = 224, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Secure de..."

List item: text content "TR-2.3 Install the system in its operational environment in accordance with the secure installation strategy, and establish secure interconnections to its environment."

List item: text content "TR-2.4 Demonstrate trustworthy secure system installation."

id = 398, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The insta..."

id = 399, Footer

id = 82, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "136", heading level 4


achieved. This includes completing acceptance tests defined in agreements. These tests include
security aspects associated with physical connections between the system and the environment

Note: This includes providing security support to users and operators at the time of the system
commissioning.

]

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.



id = 400, Header

id = 118, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 401, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "achieved. This ..."

id = 402, level = 6, List: number of items 6, previous list id 397, next list id null

List item: text content "TR-2.5 Provide security training for the operators, users, and other stakeholders necessary for system utilization and support."

List item: text content "TR-2.6 Perform security activation and checkout of the system."

id = 225, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Security ..."

List item: text content "TR-2.7 Demonstrate that the installed system can deliver its required functions in a trustworthy secure manner."

List item: text content "TR-2.8 Demonstrate that the security functions provided by the system and the effects of the security functions are sustainable by enabling systems."

List item: text content "TR-2.9 Review the security trustworthiness of the system for operational readiness."

id = 226, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The resul..."

List item: text content "TR-2.10 Commission the system for secure operation."

id = 403, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

id = 404, level = Subtitle, H: font Calibri-Bold, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]...", heading level 3

id = 405, level = 4, List: number of items 1, previous list id 396, next list id null

List item: text content "TR-3 MANAGE RESULTS OF TRANSITION"

id = 406, level = 6, List: number of items 4, previous list id null, next list id null

List item: text content "TR-3.1 Record the security aspects of transition results and any anomalies encountered."

List item: text content "TR-3.2 Record the security aspects of operational incidents and problems, and track their resolution."

List item: text content "TR-3.3 Maintain traceability of the security aspects of transitioned system elements."

id = 223, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Bidirecti..."

List item: text content "TR-3.4 Provide the security-relevant artifacts that have been selected for baselines. References: [4]"

id = 407, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.11. Validatio...", heading level 1

id = 408, level = Subtitle, H: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ...", heading level 2

id = 409, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 410, Footer

id = 83, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "137", heading level 4


Provide objective evidence that the system, when in use, fulfills the protection needs
associated with its business or mission objectives and the stakeholder requirements, thereby
achieving its intended use in its intended operational environment in a trustworthy secure
manner.

Note: Adversity emulation, including penetration testing and emulating abuse and misuse, is
ncluded.



id = 411, Header

id = 119, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 412, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.11.1. Securit...", heading level 1

id = 413, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "Provide objecti..."

id = 414, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.11.2. Securit...", heading level 1

id = 415, level = 3, List: number of items 8, previous list id null, next list id null

List item: text content "- Security validation criteria are defined."

List item: text content "- The availability of security services required by stakeholders is confirmed."

List item: text content "- Security-relevant validation constraints that influence system requirements, architecture, or design are identified."

List item: text content "- Security aspects of the system, system element, or artifact are validated."

List item: text content "- Enabling systems or services for the security aspects of validation are available."

List item: text content "- Security-focused validation results and anomalies are identified."

List item: text content "- Objective evidence of the successful validation of security aspects is provided."

List item: text content "- Traceability of the validated security aspects of the system, system elements, and artifacts is established."

id = 416, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.11.3. Securit...", heading level 1

id = 417, level = 5, List: number of items 1, previous list id null, next list id 424

List item: text content "VA-1 PREPARE FOR VALIDATION"

id = 418, level = 6, List: number of items 3, previous list id null, next list id 422

List item: text content "VA-1.1 Identify the security aspects within the validation scope and corresponding security validation actions."

id = 214, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The secur..."

List item: text content "VA-1.2 Identify the constraints that can potentially limit the feasibility of the security validation actions."

id = 215, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Constrain..."

List item: text content "VA-1.3 Select appropriate security validation methods and the associated success criteria for each security validation action."

id = 419, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Adversity..."

id = 420, Footer

id = 84, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "138", heading level 4


References: [4] [30] [61] [86] [97] [98] [99] [100] [118]

Note: The recorded validation results include nonconformance issues, anomalies, or problems
that are potentially security related. These results inform the analyses to determine causes and
enable corrective or improvement actions. Corrective actions may affect the security aspects of
the system architecture definition, design definition, system security requirements and
associated constraints, the level of assurance that can be obtained, and/or the implementation
strategy, including its security aspects.



id = 421, Header

id = 120, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 422, level = 6, List: number of items 5, previous list id 418, next list id null

List item: text content "VA-1.4 Develop the security aspects of the validation strategy."

id = 216, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The secur..."

id = 217, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "security consid..."

List item: text content "VA-1.5 Identify the security-relevant system constraints that result from the security aspects of the validation strategy to be incorporated in the stakeholder protection needs and the requirements transformed from those needs."

id = 218, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: These con..."

List item: text content "VA-1.6 Identify the security aspects for enabling systems or services needed to support validation."

List item: text content "VA-1.7 Identify and plan for enabling systems or services to support the security aspects of validation."

List item: text content "VA-1.8 Obtain or acquire access to the security aspects of enabling systems or services to be used to support validation."

id = 423, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 424, level = 5, List: number of items 2, previous list id 417, next list id null

List item: text content "VA-2 PERFORM VALIDATION"

id = 219, level = 6, List: number of items 2, previous list id null, next list id null

List item: text content "VA-2.1 Define the security aspects of the validation procedures, each supporting one or a set of validation actions."

id = 213, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "VA-2.2 Perform security validation procedures."

id = 220, level = 7, List: number of items 2, previous list id null, next list id null

List item: text content "Note 1: Security-focused validation actions from the execution of validation procedures contribute to demonstrating that the system is sufficiently trustworthy."

List item: text content "Note 2: The performance of a security-focused validation action consists of capturing a result from the execution of the procedure, comparing the obtained result with the expected result, deducing the degree of compliance of the element, and deciding about the acceptability of compliance if uncertainty remains. References: [4] [86] [97] [100] [118]"

List item: text content "VA-3 MANAGE RESULTS OF VALIDATION"

id = 425, level = 8, List: number of items 1, previous list id null, next list id 429

List item: text content "VA-3.1 Record the security aspects of validation results and any anomalies encountered."

id = 426, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The recor..."

id = 427, Footer

id = 85, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "139", heading level 4


The purpose of the Operation process is to use the system to deliver its services.

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.



id = 428, Header

id = 121, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 429, level = 8, List: number of items 4, previous list id 425, next list id null

List item: text content "VA-3.2 Record the security characteristics of operational incidents and problems, and track their resolution."

id = 211, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Incidents..."

List item: text content "VA-3.3 Obtain agreement that the security validation criteria have been met."

List item: text content "VA-3.4 Maintain traceability of the security aspects of validation."

id = 212, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Bidirecti..."

List item: text content "VA-3.5 Provide the security-relevant artifacts that have been selected for baselines. References: [4] [30] [61] [98] [99] [100]"

id = 430, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.12. Operation", heading level 1

id = 431, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ..."

id = 432, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 433, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.12.1. Securit...", heading level 1

id = 434, level = 3, List: number of items 2, previous list id null, next list id null

List item: text content "- Inform the security aspects of the requirements and constraints to securely operate the system and monitor the security aspects of products, services, and operator-system performance."

List item: text content "- Identify and analyze security-relevant operational anomalies."

id = 435, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.12.2. Securit...", heading level 1

id = 436, level = 3, List: number of items 6, previous list id null, next list id null

List item: text content "- Security aspects of operation constraints that influence system requirements, architecture, or design are identified."

List item: text content "- Enabling systems, services, and material for the security aspects of operation are available."

List item: text content "- Trained and qualified personnel who can securely operate the system are available."

List item: text content "- System products or services that meet stakeholder security requirements are delivered."

List item: text content "- Security aspects of system performance during operation are monitored."

List item: text content "- Security support is provided to stakeholders."

id = 437, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.12.3. Securit...", heading level 1

id = 438, level = 5, List: number of items 1, previous list id null, next list id 448

List item: text content "OP-1 PREPARE FOR OPERATION"

id = 439, level = 6, List: number of items 1, previous list id null, next list id 443

List item: text content "OP-1.1 Define the security aspects of the operation strategy."

id = 440, Footer

id = 86, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "140", heading level 4


Note: Security qualification and training includes role and function-oriented competency,
proficiency, certification, and other criteria to securely operate and use the system in all of its
defined modes or states.



id = 441, Header

id = 122, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 442, level = 7, List: number of items 3, previous list id null, next list id null

List item: text content "Note 1: This includes the approach to enable the continuous secure operation and use of the system and its security services, as well as the provision of support to operations elements to address anomalies identified during the operation and use of the system. It also includes:"

id = 205, level = 8, List: number of items 7, previous list id null, next list id null

List item: text content "- The capacity, availability, schedule considerations, and security of products or services as they are introduced, routinely operated, and disposed (including contingency operations)"

List item: text content "- The human resources strategy and security qualification requirements for personnel, including all associated security-relevant training and personnel compliance requirements"

List item: text content "- The security aspects of release and re-acceptance criteria and schedules of the system to permit modifications that sustain the security aspects of existing or enhanced products or services"

List item: text content "- The approach to implement operational modes in the System Operational Concept, including normal and contingency operations"

List item: text content "- The secure approaches for contingency, degraded, alternative, training, and other modes of operation, as well as the transition within and between modes while considering resilience in the face of adversity"

List item: text content "- Measures for operation that will provide security insights into performance levels"

List item: text content "- The approach to achieving situational awareness to determine security-relevant consequences"

List item: text content "Note 2: This includes planning for securely starting the system, halting the system, shutting the system down, operating the system in a training mode, the secure implementation of workaround procedures to restore operations, performing back-out and restore operations, operating in any degraded mode, or alternative modes for special conditions. If needed, the operator performs the necessary steps to enter into contingency operations and possibly power down the system. Contingency operations are performed in accordance with the pre-established procedures for such an event."

List item: text content "Note 3: There may be a need to plan for certain modes of operation for which security functions and services are reduced or eliminated to achieve more critical system functions and services or to carry out certain maintenance or periodic testing. Predetermined procedures for entering and exiting such modes would be followed."

id = 443, level = 6, List: number of items 5, previous list id 439, next list id 447

List item: text content "OP-1.2 Identify the constraints and objectives that result from the security aspects of operation to be incorporated into the system requirements, architecture, and design."

List item: text content "OP-1.3 Identify the security aspects for enabling systems and services needed to support operation."

List item: text content "OP-1.4 Identify and plan for enabling systems or services needed to support the security aspects of operation."

List item: text content "OP-1.5 Obtain or acquire access to the security aspects of enabling systems or services to be used in operation."

List item: text content "OP-1.6 Identify or define security training and qualification requirements to sustain the workforce needed for secure system operation."

id = 444, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Security ..."

id = 445, Footer

id = 87, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "141", heading level 4




id = 446, Header

id = 123, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 447, level = 6, List: number of items 1, previous list id 443, next list id null

List item: text content "OP-1.7 Assign the trained and qualified personnel needed for secure system operation. References: [4] [86] [100] [111] [112] [113] [114]"

id = 448, level = 5, List: number of items 3, previous list id 438, next list id null

List item: text content "OP-2 PERFORM OPERATION"

id = 206, level = 6, List: number of items 5, previous list id null, next list id null

List item: text content "OP-2.1 Securely use the system in its intended operational environment."

List item: text content "OP-2.2 Apply materials and other resources as required to securely operate the system and sustain its product and service capabilities."

id = 202, level = 7, List: number of items 2, previous list id null, next list id null

List item: text content "Note 1: Materials and resources are provided by logistical actions. Logistics is discussed as part of the maintenance process."

List item: text content "Note 2: Operational personnel may perform system modification and support activities, such as software updates."

List item: text content "OP-2.3 Monitor system operations for deviations from intended behavior and outcomes."

id = 203, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "OP-2.4 Use the measures defined in the strategy and analyze them to confirm that system security performance is within acceptable parameters."

id = 204, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: System mo..."

List item: text content "OP-2.5 Identify and record when system security or service performance is not within acceptable parameters."

id = 207, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

List item: text content "OP-3 MANAGE RESULTS OF OPERATION"

id = 208, level = 8, List: number of items 4, previous list id null, next list id null

List item: text content "OP-3.1 Record the results of secure operations and any anomalies encountered."

id = 201, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Anomalies..."

List item: text content "OP-3.2 Record the security aspects of operational incidents and problems, and track their resolution."

List item: text content "OP-3.3 Maintain traceability of the security aspects of the operation elements."

List item: text content "OP-3.4 Provide the security-relevant artifacts that have been selected for baselines. References: [4] [30] [61] [98] [99] [100]"

List item: text content "OP-4 SUPPORT STAKEHOLDERS"

id = 449, level = 9, List: number of items 1, previous list id null, next list id 453

List item: text content "OP-4.1 Provide security assistance and consultation to stakeholders as requested."

id = 450, Footer

id = 88, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "142", heading level 4


Note: Assistance and consultation includes the provision or recommendation of sources for
security-relevant training, security aspects of documentation, vulnerability resolution, security
reporting, and other security-relevant support services that enable the effective and secure use
of the product or service.

References: [4] [86] [100]

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Establish the security aspects of requirements and constraints to securely sustain the
capability of the system to provide a product or service.

Note: Secure sustainment includes all maintenance and logistics activities for the packaging,
handling, storage, and transportation of replacement system elements.

Note: The maintenance strategy seeks to preserve the secure capability and performance of the
delivered system. The security aspects of the maintenance strategy generally include:


id = 451, Header

id = 124, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 452, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Assistanc..."

id = 453, level = 9, List: number of items 2, previous list id 449, next list id null

List item: text content "OP-4.2 Record and monitor requests and subsequent actions for security support."

List item: text content "OP-4.3 Determine the degree to which the security aspects of delivered products and services satisfy the needs of stakeholders."

id = 454, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 455, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.13. Maintenan...", heading level 1

id = 456, level = Subtitle, H: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ...", heading level 2

id = 457, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 458, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.13.1. Securit...", heading level 1

id = 459, level = 2, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "- Establish the..."

id = 460, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.13.2. Securit...", heading level 1

id = 461, level = 3, List: number of items 5, previous list id null, next list id null

List item: text content "- Security aspects of maintenance and logistics constraints that influence system requirements, architecture, or design are identified."

List item: text content "- Enabling systems or services needed for the security aspects of system maintenance and logistics are available."

List item: text content "- Replacement, repaired, or modified system elements are securely made available."

List item: text content "- The need for required security-relevant maintenance and logistics actions is reported."

List item: text content "- Security-relevant failures and life cycle data, including associated costs, are determined."

id = 462, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.13.3. Securit...", heading level 1

id = 463, level = 5, List: number of items 1, previous list id null, next list id 472

List item: text content "MA-1 PREPARE FOR MAINTENANCE AND LOGISTICS"

id = 464, level = 6, List: number of items 1, previous list id null, next list id 470

List item: text content "MA-1.1 Define the security aspects of the maintenance strategy."

id = 465, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The maint..."

id = 466, level = 7, List: number of items 1, previous list id null, next list id 469

List item: text content "- The secure transition of the system and system elements into a secure maintenance mode or state, as well as the secure transition back to operation"

id = 467, Footer

id = 89, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "143", heading level 4


References: [4] [30] [61] [86] [98] [99] [100] [111] [112] [113] [114] [115]
MA-2 PERFORM MAINTENANCE

Note: The need to perform maintenance may be driven by the need to address explicit security issues
ncidents, or failures. All maintenance actions must be accomplished in a secure manner with the
understanding that some actions may have a direct effect on the security posture of the system.



id = 468, Header

id = 125, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 469, level = 7, List: number of items 3, previous list id 466, next list id null

List item: text content "- An approach to ensure that sourced materials and system elements that do not meet specified quality, origin, and functionality (e.g., counterfeit) are not introduced into the system"

List item: text content "- The skill and personnel levels required to effect repairs, replacements, and restoration while accounting for maintenance staff requirements and any relevant legislation regarding health, safety, security, and the environment"

List item: text content "- Maintenance measures that provide insight into the security aspects of performance levels, effectiveness, and efficiency"

id = 470, level = 6, List: number of items 6, previous list id 464, next list id null

List item: text content "MA-1.2 Define the security aspects of the logistics strategy."

id = 193, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The logis..."

id = 194, level = 3, List: number of items 3, previous list id null, next list id null

List item: text content "- Acquisition logistics to help ensure that security implications are considered early during the development stage"

List item: text content "- Operations logistics to help ensure that the necessary material and resources are securely made available in the right quantity and quality and at the right place and time; considerations for securely making material and resources available include identification and marking, packaging, distribution, handling, and provisioning"

List item: text content "- The security criteria for storage locations and conditions, as well as the number and type of replacement system security-specific elements, their anticipated replacement rate, and their storage life and renewal frequency"

List item: text content "MA-1.3 Identify the security-relevant constraints and objectives that result from the security aspects of maintenance and logistics to be incorporated into the system requirements, architecture, and design."

List item: text content "MA-1.4 Identify trade-offs such that the security aspects of the system and associated maintenance and logistics actions result in a solution that is trustworthy, secure, affordable, operable, supportable, and sustainable."

id = 195, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The cost ..."

List item: text content "MA-1.5 Identify the security aspects for enabling systems, products, and services needed to support maintenance and logistics."

List item: text content "MA-1.6 Identify and plan for enabling systems, products, and services needed to support the security aspects of maintenance and logistics."

List item: text content "MA-1.7 Obtain or acquire access to the security aspects of enabling systems, products, and services to be used in maintenance and logistics."

id = 471, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 472, level = 5, List: number of items 1, previous list id 463, next list id 477

List item: text content "MA-2 PERFORM MAINTENANCE"

id = 473, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The need ..."

id = 474, Footer

id = 90, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "144", heading level 4


oth logistics protection concerns and the
olanned schedules.



id = 475, Header

id = 126, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 476, level = 6, List: number of items 7, previous list id null, next list id null

List item: text content "MA-2.1 Monitor and review stakeholder requirements and incident and problem reports to identify security-relevant corrective, preventive, adaptive, additive, or perfective maintenance needs."

id = 191, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Security-..."

List item: text content "MA-2.2 Record the security aspects of maintenance incidents and problems, and track their secure resolution."

List item: text content "MA-2.3 Analyze the impact of the changes introduced by maintenance actions on the security aspects of the system and system elements."

List item: text content "MA-2.4 Upon encountering faults that cause a system failure, securely restore the system to secure operational status."

id = 192, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Secure re..."

List item: text content "MA-2.5 Securely correct anomalies (e.g., defects, errors, and faults), and replace or upgrade system elements."

List item: text content "MA-2.6 Perform preventive maintenance by securely replacing or servicing system elements prior to failure."

List item: text content "MA-2.7 Securely perform adaptive, additive, or perfective maintenance as required. References: [4] [30] [61] [86] [98] [99] [100] [114] [115]"

id = 477, level = 5, List: number of items 2, previous list id 472, next list id null

List item: text content "MA-3 PERFORM LOGISTICS SUPPORT"

id = 196, level = 6, List: number of items 4, previous list id null, next list id null

List item: text content "MA-3.1 Perform the security aspects of acquisition logistics."

List item: text content "MA-3.2 Perform the security aspects of operational logistics."

List item: text content "MA-3.3 Implement mechanisms for the secure logistics needed during the life cycle."

id = 190, level = 7, List: number of items 2, previous list id null, next list id null

List item: text content "Note 1: These mechanisms enable secure packaging, handling, storage, and transportation."

List item: text content "Note 2: These mechanisms aid in the prevention and detection of counterfeits, tampering, substitution, and redirection."

List item: text content "MA-3.4 Confirm that the security aspects of logistics actions are implemented."

id = 197, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The secur..."

id = 198, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

List item: text content "MA-4 MANAGE RESULTS OF MAINTENANCE AND LOGISTICS"

id = 478, level = 8, List: number of items 2, previous list id null, next list id 481

List item: text content "MA-4.1 Record the security aspects of maintenance and logistics results and any anomalies encountered."

List item: text content "MA-4.2 Record maintenance and logistics security incidents and problems, and track their secure resolution."

id = 479, Footer

id = 91, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "145", heading level 4


References: [4] [30] [61] [98] [99] [100] [114] [115] [116]

The purpose of the Disposal process is to end the existence of a system element or system for a
specified intended use, appropriately handle replaced or retired elements and any waste products,
and properly attend to identified critical disposal needs (e.g., per an agreement, per
organizational policy, or for environmental, legal, safety, or security aspects).

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Provide the aspects needed to securely end the existence of a system element or system for a
specified use, and securely preserve or destroy the associated data and information.

Note: The security aspects address securely terminating system functions and services,
transforming the system and environment into an acceptable secure state, addressing security
concerns, and transitioning the system and system elements for future use. The disposal
strategy determines approaches, schedules, resources, specific considerations of secure
disposal, and the effectiveness and completeness of secure disposal and disposition actions.


id = 480, Header

id = 127, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 481, level = 8, List: number of items 4, previous list id 478, next list id null

List item: text content "MA-4.3 Identify and record the security-relevant trends of incidents, problems, and maintenance and logistics actions."

List item: text content "MA-4.4 Maintain traceability of the security aspects of maintenance and logistics."

List item: text content "MA-4.5 Provide security-relevant artifacts that have been selected for baselines."

List item: text content "MA-4.6 Monitor customer satisfaction with the security aspects of the system, maintenance, and logistics."

id = 482, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 483, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.14. Disposal", heading level 1

id = 484, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ..."

id = 485, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 486, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.14.1. Securit...", heading level 1

id = 487, level = 2, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "- Provide the a..."

id = 488, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.14.2. Securit...", heading level 1

id = 489, level = 3, List: number of items 5, previous list id null, next list id null

List item: text content "- Secure disposal constraints that influence system requirements, architecture, design, and implementation are identified."

List item: text content "- Enabling systems or services for the security aspects of disposal are available."

List item: text content "- System elements are destroyed, stored, reclaimed, or recycled in accordance with safety and security requirements."

List item: text content "- The environment is securely returned to its original secure or an agreed-upon secure state."

List item: text content "- Records of the security aspects of disposal actions and analysis are available."

id = 490, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "H.14.3. Securit...", heading level 1

id = 491, level = 5, List: number of items 1, previous list id null, next list id 499

List item: text content "DS-1 PREPARE FOR DISPOSAL"

id = 492, level = 6, List: number of items 1, previous list id null, next list id 497

List item: text content "DS-1.1 Define the security aspects of the disposal strategy."

id = 493, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The secur..."

id = 494, Footer

id = 92, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "146", heading level 4


References: [4]



id = 495, Header

id = 128, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 496, level = 3, List: number of items 4, previous list id null, next list id null

List item: text content "- Permanent termination of system functions and delivery of services: The security aspects address the removal, decommissioning, or destruction of the associated system elements while preserving the security posture of any remaining functions and services."

List item: text content "- Transform the system and environment into an acceptable state: The security aspects address any alterations made to the system, its operation, and the environment to ensure that stakeholder protection needs and concerns are addressed by the remaining portions of the system and the functions and services it provides. When the entire system is removed, the security aspects address alterations to the environment to return it to its original or agreed-upon secure state."

List item: text content "- Address security concerns for material, data, and information: The security aspects address protections for sensitive components, technology, data, and information removed from service, dismantled, stored, prepared for reuse, or destroyed. The aspects may include the duration of protection level/state, downgrades, releasability, and criteria that define authorized access and use during the storage period. The protection needs for disposal are defined by stakeholders and agreements and may be subject to regulatory requirements, expectations, and constraints."

List item: text content "- Transition the system and system elements for future use: The security aspects address the transition of the system or system elements for future use in a modified or adapted form, including legacy migration and return to service. The security aspects may include constraints, limitations, or other criteria to enable recovery of the systems’ functions and services within a specified time or to ensure security-oriented interoperability with future enabling systems and other systems. These aspects may also include periodic inspections to account for the security posture and return-to-service readiness of stored system elements, associated data and information, and all supporting operations and sustainment support materials. The security aspects apply to all system functions and services and are not limited to only security protection-oriented functions and services of the system."

id = 497, level = 6, List: number of items 6, previous list id 492, next list id null

List item: text content "DS-1.2 Identify the security-relevant constraints and objectives of disposal on the system requirements, architecture and design characteristics, and implementation techniques."

List item: text content "DS-1.3 Identify the security aspects for enabling systems or services needed to support disposal."

List item: text content "DS-1.4 Identify and plan for enabling systems or services needed to support the security aspects of disposal."

List item: text content "DS-1.5 Obtain or acquire access to the security aspects of enabling systems or services to be used in disposal."

List item: text content "DS-1.6 Specify security criteria for containment facilities, storage locations, inspection, and storage periods (if the system is to be stored)."

List item: text content "DS-1.7 Define the security aspects of preventive methods to preclude disposed elements and materials that should not be repurposed, reclaimed, or reused from re-entering the supply chain."

id = 498, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 499, level = 5, List: number of items 1, previous list id 491, next list id 506

List item: text content "DS-2 PERFORM DISPOSAL"

id = 500, level = 5, List: number of items 1, previous list id null, next list id 504

List item: text content "DS-2.1 Securely deactivate the system or system element to prepare it for secure removal from operation."

id = 501, Footer

id = 93, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "147", heading level 4


Note: Deactivation is accomplished to preserve the security posture of the system.



id = 502, Header

id = 129, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 503, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Deactivat..."

id = 504, level = 5, List: number of items 5, previous list id 500, next list id null

List item: text content "DS-2.2 Securely remove the system, system element, or waste material from use or production for appropriate secure disposition and action."

List item: text content "DS-2.3 Securely withdraw impacted operating staff from the system or system element, and record relevant secure operation knowledge."

List item: text content "DS-2.4 Securely disassemble the system or system element into manageable elements to facilitate its secure removal for reuse, recycling, reconditioning, overhaul, archiving, or destruction."

id = 187, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Secure di..."

List item: text content "DS-2.5 Securely handle system elements and their parts that are not intended for reuse in a manner that will help ensure that they do not get back into the supply chain."

List item: text content "DS-2.6 Conduct secure sanitization and destruction of the system elements and life cycle artifacts."

id = 505, level = 6, List: number of items 3, previous list id null, next list id null

List item: text content "Note 1: Governing agreements, laws, and regulations determine the appropriate means to sanitize and destroy data, information, and system elements that contain data and information, as well as retention periods before sanitization and destruction can occur."

List item: text content "Note 2: Sanitization and destruction techniques include clearing, purging, cryptographic erase, physical modification, and physical destruction."

List item: text content "Note 3: Sanitization and destruction techniques and methods may be specific to data, information, and system element type. References: [4] [86] [100]"

id = 506, level = 5, List: number of items 1, previous list id 499, next list id null

List item: text content "DS-3 FINALIZE THE DISPOSAL"

id = 507, level = 6, List: number of items 4, previous list id null, next list id null

List item: text content "DS-3.1 Confirm that no detrimental security factors exist following disposal."

List item: text content "DS-3.2 Return the environment to its original secure state or to a secure state specified by agreement."

List item: text content "DS-3.3 Securely archive data and information gathered through the lifetime of the system to permit audits and reviews in the event of long-term hazards to health, safety, security, and the environment and to permit future system creators and users to securely build a knowledge base from past experiences."

List item: text content "DS-3.4 Provide security-relevant artifacts that have been selected for baselines. References: [4] [100]"
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This appendix contains the Technical Management Processes from [4] with security-relevant
considerations and contributions for the purpose, outcomes, activities, and tasks.

he purpose of the Project Planning process is to produce and coordinate effective and workable‘
plans.

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

- Determine and coordinate the security aspects of effective and workable plans.
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id = 510, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "Appendix I. Tec...", heading level 1

id = 511, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "This appendix c..."

id = 512, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.1. Project Pl...", heading level 1

id = 513, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ..."

id = 514, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 515, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.1.1. Security...", heading level 1

id = 516, level = 2, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "- Determine and..."

id = 517, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.1.2. Security...", heading level 1

id = 518, level = 3, List: number of items 5, previous list id null, next list id null

List item: text content "- Security objectives, security-specific plans, and security aspects of other plans are defined."

List item: text content "- Security-relevant roles, responsibilities, accountabilities, and authorities within the project are defined."

List item: text content "- Security aspects of performance and achievement criteria are defined."

List item: text content "- The resources and services necessary to achieve the security objectives are committed."

List item: text content "- Plans for the execution of the security aspects of the project are activated."

id = 519, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.1.3. Security...", heading level 1

id = 520, level = 4, List: number of items 1, previous list id null, next list id 526

List item: text content "PL-1 DEFINE THE PROJECT"

id = 521, level = 5, List: number of items 5, previous list id null, next list id null

List item: text content "PL-1.1 Identify the security aspects of project objectives and constraints."

id = 179, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Objective..."

List item: text content "PL-1.2 Define the security aspects of the project scope as established in agreements."

id = 180, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "PL-1.3 Define and maintain the security views of the project life cycle model that are comprised of stages using the defined life cycle models of the organization."

List item: text content "PL-1.4 Establish appropriate security aspects of the work breakdown structure."

id = 181, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Each secu..."

List item: text content "PL-1.5 Define and maintain the security aspects of processes that will be applied to the project."

id = 522, Footer
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id = 131, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 524, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Entry cri..."

id = 525, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 526, level = 4, List: number of items 2, previous list id 520, next list id null

List item: text content "PL-2 PLAN PROJECT AND TECHNICAL MANAGEMENT"

id = 182, level = 5, List: number of items 8, previous list id null, next list id null

List item: text content "PL-2.1 Define and maintain the security aspects of a project schedule based on management and technical objectives, and work estimates."

id = 175, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "PL-2.2 Define the security aspects of achievement criteria for the life cycle decision gates, delivery dates, and major dependencies on external inputs and outputs."

id = 176, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "PL-2.3 Define the security aspects of project performance criteria."

List item: text content "PL-2.4 Define the security-relevant project costs, and plan the budget."

List item: text content "PL-2.5 Define the security-relevant roles, responsibilities, accountabilities, and authorities."

id = 177, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "PL-2.6 Define the security aspects of the infrastructure and services required."

id = 178, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "PL-2.7 Plan the security aspects of acquiring materials and enabling system services supplied from outside of the project."

List item: text content "PL-2.8 Generate and communicate a plan for the security aspects of project and technical management and execution, including security reviews that address security considerations."

id = 183, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Security ..."

id = 184, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

List item: text content "PL-3 ACTIVATE THE PROJECT"

id = 527, level = 6, List: number of items 1, previous list id null, next list id 530

List item: text content "PL-3.1 Obtain authorization for the security aspects of the project."

id = 528, Footer
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\m

The purpose of the Project Assessment and Control process is to assess if the plans are aligned
and feasible; determine the status of the project, technical, and process performance; and direct
execution to help ensure that the performance is within projected budgets according to plans and
schedules to satisfy technical objectives.

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.



id = 529, Header

id = 132, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 530, level = 6, List: number of items 2, previous list id 527, next list id null

List item: text content "PL-3.2 Submit requests and obtain commitments for the necessary resources to perform the security aspects of the project."

List item: text content "PL-3.3 Implement the security aspects of project plans. References: [4] [86] [100]"

id = 531, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.2. Project As...", heading level 1

id = 532, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ..."

id = 533, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 534, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.2.1. Security...", heading level 1

id = 535, level = 3, List: number of items 3, previous list id null, next list id null

List item: text content "- Assess whether the security aspects of plans and security plans are aligned and feasible."

List item: text content "- Determine the state of the project, technical, and process security performance."

List item: text content "- Direct execution to help ensure that the security performance is within projected budgets according to plans and schedules to satisfy security and other technical objectives."

id = 536, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.2.2. Security...", heading level 1

id = 537, level = 3, List: number of items 8, previous list id null, next list id null

List item: text content "- Security aspects of performance measures or assessment results are available."

List item: text content "- Security-relevant roles, responsibilities, accountabilities, authorities, and resources are assessed for adequacy."

List item: text content "- Security aspects of technical progress reviews are performed."

List item: text content "- Deviations in the security aspects of project performance from plans are analyzed."

List item: text content "- Affected stakeholders are informed of the security aspects of the project’s status."

List item: text content "- Corrective action is directed when project performance or achievement does not meet security-relevant targets."

List item: text content "- Security aspects of project replanning are initiated, as necessary."

List item: text content "- Security aspects of project action to progress (or not) from one scheduled milestone or event to the next are authorized."

id = 538, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.2.3. Security...", heading level 1

id = 539, level = 4, List: number of items 1, previous list id null, next list id 544

List item: text content "PA-1 PLAN FOR PROJECT ASSESSMENT AND CONTROL PA-1.1 Define the security aspects of the project assessment and control strategy."

id = 540, level = 5, List: number of items 1, previous list id null, next list id 543

List item: text content "Note 1: This includes the planned security assessment methods and time frames, as well as necessary security management and technical reviews."

id = 541, Footer
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id = 542, Header

id = 133, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 543, level = 5, List: number of items 1, previous list id 540, next list id null

List item: text content "Note 2: Expectations of regulatory, certification, and authorization entities inform the security aspects of the project assessment and control strategy. References: [4] [30] [61] [98] [99] [100]"

id = 544, level = 4, List: number of items 1, previous list id 539, next list id 550

List item: text content "PA-2 ASSESS THE PROJECT"

id = 545, level = 5, List: number of items 11, previous list id null, next list id null

List item: text content "PA-2.1 Assess the alignment of the security aspects of project objectives and plans with the project context."

List item: text content "PA-2.2 Assess the security aspects of the management and technical plans against objectives to determine adequacy and feasibility."

List item: text content "PA-2.3 Assess the security aspects of the project and technical status against appropriate plans to determine actual and projected cost, schedule, and performance variances."

List item: text content "PA-2.4 Assess the adequacy of the security-relevant roles, responsibilities, accountabilities, and authorities."

id = 168, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "PA-2.5 Assess the security aspects of resource adequacy and availability."

List item: text content "PA-2.6 Assess progress using measured security achievement and the security aspects of milestone completion."

id = 169, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "PA-2.7 Conduct required management and technical reviews, audits, and inspections relevant to the security aspects of the project."

id = 170, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The revie..."

List item: text content "PA-2.8 Monitor the security aspects of critical processes and new technologies."

id = 171, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "PA-2.9 Make recommendations based on security measurement results and other securityrelevant project information."

id = 172, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Measureme..."

List item: text content "PA-2.10 Record and provide security status and security findings from the assessment tasks."

List item: text content "PA-2.11 Monitor the security aspects of process execution within the project."

id = 546, Footer
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Note: This includes an analysis of process security measures and a review of security-relevant
trends with respect to project objectives.

References: [4] [30] [61] [86] [98] [99] [100]

==

References: [4] [86] [100] [111] [112] [113]
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id = 548, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

id = 549, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 550, level = 4, List: number of items 1, previous list id 544, next list id null

List item: text content "PA-3 CONTROL THE PROJECT"

id = 551, level = 5, List: number of items 4, previous list id null, next list id null

List item: text content "PA-3.1 Initiate the actions needed to address identified security issues."

List item: text content "PA-3.2 Initiate the necessary security aspects of project replanning."

id = 166, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Replannin..."

List item: text content "PA-3.3 Initiate necessary change actions when there is a contractual change to cost, time, or quality due to the security impact of an acquirer or supplier request."

id = 167, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The secur..."

List item: text content "PA-3.4 Recommend that the project proceed toward the next milestone or event, if justified, based on the achievement of security-relevant milestones or event criteria."

id = 552, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 553, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.3. Decision M...", heading level 1

id = 554, level = Subtitle, H: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ...", heading level 2

id = 555, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 556, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.3.1. Security...", heading level 1

id = 557, level = 3, List: number of items 6, previous list id null, next list id null

List item: text content "- Identify, analyze, characterize, and evaluate the security aspects of alternatives for a decision."

List item: text content "- Recommend the most beneficial course of security-informed action. I.3.2. Security Outcomes"

List item: text content "- Security aspects of decisions requiring alternative analysis are identified."

List item: text content "- Security aspects of alternative courses of action are identified and evaluated."

List item: text content "- A preferred security-informed course of action is selected."

List item: text content "- Security aspects of a resolution, the decision rationale, and the assumptions are identified."

id = 560, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.3.3. Security...", heading level 1

id = 561, level = 5, List: number of items 1, previous list id null, next list id 568

List item: text content "DM-1 PREPARE FOR DECISIONS"

id = 562, level = 6, List: number of items 1, previous list id null, next list id 566

List item: text content "DM-1.1 Define the security aspects of the decision management strategy."

id = 563, Footer
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Note: A decision management strategy includes the identification of security-relevant roles,
responsibilities, accountabilities, and authorities. It also includes the identification of security-
specific decision categories and a prioritization scheme. Security-relevant decisions often arise
because of a security effectiveness assessment, a technical trade-off, a security-relevant
problem that needs to be solved, a response to a security risk that exceeds the acceptable
threshold, or a new opportunity.

References: [4] [86] [100]

Note: Security aspects of problems or opportunities and the alternative courses of action that
will resolve their outcomes — including those with security impacts — are recorded, categorized
and reported.

References: [4] [86] [100]

The purpose of the Risk Management process is to identify, analyze, treat, and monitor the risks
continually.
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id = 135, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "NIST SP 800-160...", heading level 4

id = 565, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: A decisio..."

id = 566, level = 6, List: number of items 2, previous list id 562, next list id null

List item: text content "DM-1.2 Identify the security aspects of the circumstances and the need for a decision."

List item: text content "DM-1.3 Identify stakeholders with relevant security expertise to support decision-making efforts."

id = 567, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 568, level = 5, List: number of items 2, previous list id 561, next list id null

List item: text content "DM-2 ANALYZE THE DECISION INFORMATION"

id = 163, level = 6, List: number of items 4, previous list id null, next list id null

List item: text content "DM-2.1 Select and declare the security aspects of the decision management strategy for each decision."

id = 160, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: This incl..."

List item: text content "DM-2.2 Determine the desired security outcomes and the measurable security attributes of selection criteria."

id = 161, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The desir..."

List item: text content "DM-2.3 Identify the security aspects of the trade space and alternatives."

id = 162, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: If many a..."

List item: text content "DM-2.4 Evaluate each alternative against the security criteria. References: [4] [86] [100]"

List item: text content "DM-3 MAKE AND MANAGE DECISIONS"

id = 569, level = 7, List: number of items 3, previous list id null, next list id null

List item: text content "DM-3.1 Determine the preferred alternative for each security-informed and security-based decision."

List item: text content "DM-3.2 Record the security-informed or security-based resolution, decision rationale, and assumptions."

List item: text content "DM-3.3 Record, track, evaluate, and report the security aspects of security-informed and security-based decisions."

id = 570, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Security ..."

id = 571, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

id = 572, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.4. Risk Manag...", heading level 1

id = 573, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "The purpose of ..."

id = 574, Footer

id = 100, H: font TimesNewRomanPSMT, text size 10.02, text color [0.0, 0.0, 0.0], text content "154", heading level 4


Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Continually identify, analyze, treat, and monitor the risks associated with the uncertainty of
achieving security objectives and the effects of security protection efforts on achieving
system objectives.
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id = 576, P: font Calibri-BoldItalic, text size 9.00, text color [0.0, 0.0, 0.0], text content "Reprinted with ..."

id = 577, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.4.1. Security...", heading level 1

id = 578, level = 2, P: font TimesNewRomanPSMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "- Continually i..."

id = 579, level = Subtitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.4.2. Security...", heading level 1

id = 580, level = 3, List: number of items 6, previous list id null, next list id null

List item: text content "- Security-relevant risks are identified."

List item: text content "- Security-relevant risks are analyzed."

List item: text content "- Security-relevant risk treatments are selected."

List item: text content "- Security-relevant risk treatments are implemented."

List item: text content "- Security-relevant risks are evaluated on an ongoing basis to assess changes in status and progress in treatment."

List item: text content "- Security-relevant risks are recorded and maintained in the risk profile."

id = 581, level = Doctitle, H: font Arial-BoldMT, text size 12.00, text color [0.0, 0.0, 0.0], text content "I.4.3. Security...", heading level 1

id = 582, level = 4, List: number of items 1, previous list id null, next list id 588

List item: text content "RM-1 PLAN RISK MANAGEMENT"

id = 583, level = 5, List: number of items 2, previous list id null, next list id null

List item: text content "RM-1.1 Define the security aspects of the risk management strategy."

id = 154, level = 6, List: number of items 3, previous list id null, next list id null

List item: text content "Note 1: The nature of security risk includes intentional and unintentional casual events, considerations of the intended behaviors and outcomes, functions (security and other functions), and the potential effects of security risk realization. Casual events may be combinations of events in the operational environment and events in the system environment."

List item: text content "Note 2: The security aspects scope of the risk management process, risk management approach, risk criteria, measures, parameters, rating scale, and treatment alternatives are defined. This includes security aspects of the risk management process at all levels of the supply chain (e.g., suppliers, subcontractors) and how they are incorporated into the project risk management process."

List item: text content "Note 3: The strategy can include those security-relevant issues (i.e., risks with a likelihood of occurrence of 1) and opportunities (i.e., risks with positive outcomes) within scope and approach. Opportunity aspects include opportunity criteria, measures, parameters, rating scale, and treatment alternatives."

List item: text content "RM-1.2 Define and record the security context of the risk management process."

id = 584, level = 6, List: number of items 2, previous list id null, next list id null

List item: text content "Note 1: This includes the identification of security-relevant stakeholders and descriptions of their perspectives, risk categories, and technical and managerial objectives, assumptions, and constraints."

List item: text content "Note 2: Security opportunities provide potential benefits for the system or project. Security contexts consider the security impact of not pursuing an opportunity and the security risk of not achieving the effects provided by the opportunity."
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id = 588, level = 4, List: number of items 3, previous list id 582, next list id 592

List item: text content "RM-2 MANAGE THE RISK PROFILE"

id = 155, level = 6, List: number of items 3, previous list id null, next list id null

List item: text content "RM-2.1 Define and record the security risk thresholds and conditions."

id = 152, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The secur..."

List item: text content "RM-2.2 Establish and maintain the security aspects of the risk profile."

id = 153, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: The risk ..."

List item: text content "RM-2.3 Provide the security aspects of the relevant risk profile to stakeholders."

id = 156, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Project p..."

id = 157, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "References: [4]..."

List item: text content "RM-3 ANALYZE RISK"

id = 158, level = 7, List: number of items 4, previous list id null, next list id null

List item: text content "RM-3.1 Identify security risks in the categories described in the risk management context."

id = 151, P: font Calibri, text size 10.98, text color [0.0, 0.0, 0.0], text content "Note: Security ..."
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The purpose of the Configuration Management process is to manage system and system
elements and configurations over the life cycle.

Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Incorporate security considerations to securely manage system and system elements and
configurations over the life cycle.
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